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KOMIIjyTepCKUTe 3aKaHU M MHIMAEHTH (10 aBTOMATCKH IaT WIK OJf TPeTH CTPAHM) U IIOCTOjaHO
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» cTpaHa 2



» FlogMwHa nporpama Ha HaLMOHAMHMOT LEeHTap 3a OArOBOP HAa KOMMjyTEPCKMU MHLMAEHTM 3a 2016 rognHa

(L18) O6e36emyBa MOMOIII BO TMPOL[ECOT HAa BOCTIOCTaBYBathe Ha IHTepHU LjeHTPH 3a OATOBOP Ha
KOMIT)yTepCKU MHIIUAEHTHU Ha TOJIeMUTe OPraHu3aliuy KOU YIIPaByBaaT Co KIYYHU/KPUTUUHU

nHdopMalucKk nHGpPacTpyKTypH (jaBHU U TpUBaTHU) BO Penybinka MakegoOHHa ............connn.... 23

(I19) ITopurame Ha CBeCHOCTA Kaj rpafaHuTe 3a HeraTUBHUTE eheKTH Ha cajbep 3aKaHUTe U

KOMITjyTePCKUOT KPpUMUHAJ 24
AKIMCKY TJIaH 25
Opranu3zanuja 28

Opranu3sanyja 1 pacroJio)KUBU pecypcu 28

YoBeuku pecypcu 29
(MDuHacCUCKU M1aH 30

PacxopHa cTaBka 417 - UHTeIeKTYaJTHU U IPYTH YCIAYTU 30

PacxopHa cTaBka 416 - uieHapuHU 31
3akaydoK 32
Bierysame BO cuia 32

» ctpaHa 3



» FlogMwHa nporpama Ha HaLMOHAMHMOT LEeHTap 3a OArOBOP HAa KOMMjyTEPCKMU MHLMAEHTM 3a 2016 rognHa

KPATEHKH

cajoep mpoctop MH(OPMAIIMCKUTE CUCTEMU U YCIYTH JUPEKTHO UJIM UHIUPEKTHO
noBp3aHu Ha IHTepHeT, TeJIeKOMYHUKAI[UCKUTE U KOMITjyTepCKUTE
MpEe>KH, eJIeKTPOHCKUTE KOMYHUKAIIUCKU MPEXKU

CIRT Computer (Cyber) Incident Response Team (Tum 3a cripaByBam€ CO
KOMITYTePCKU UHI[UEeHTH)
I pyru KpaTeHKU CO CJIMYHO 3HAYEH€:

CSIRT - Computer Security Incident Response Team

CSRC - Computer Security Response Team

CIRC - Computer Incident Response Center

CERT - Computer Emergency Response Team

[HT - Incident Handling Team

IRC - Incident Response Center,

IRT - Incident Response Team

AEK Arenuyja 3a Enextponcku KomyHukanuu
http://www.aec.mk

MARnet Macedonian Academic Research Network (MakemoHcKa
ucrpakyBauka Hammonanna mpeyka)
http://marnet.mk

ITU International Telecommunication Union

http://www.itu.int/en/Pages/default.aspx

HannonaneH/Bnagus | e TUM KOj U c/Iy>kKu Ha BiiajiaTa Ha HAUMH OITO M [ToMara jia ru

CIRT 3alITUTH KIYYHUTE/KPUTUUYHUTE HH(POPMALUCKU MH(PPACTPYKTYPU
Bo ap>kaBarta. Harmonanuuor/Bnagun CIRT uma kiydHa yyiora nmpu
KOOp/IMHAlIWja Ha CTIPaBYBAaKkeTO CO MHI[U/IEHTU Kaj 3acerHaTute
cybjexTu Ha HarmoHaaHo HUBO. Hanuonanen/Baagun CIRT
npectaByBa o¢uI[MjaTHA HAI[MOHATHA TOUKA 32 KOHTAKT 3a pa3MeHa
Ha nHdopmarnuu u copaborka co Haunonanuure /Baaguuau CIRT-
oBU ofi, pyruTe ap>kasu (crioper gedpununuja Ha ENISA)

ENISA European union Agency for Network and Information Security
https://www.enisa.europa.eu/

IMPACT International Multilateral Partnership Against Cyber Threats, key
partner of ITU
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http://www.impact-alliance.org/index.html

GCA Global Cybersecurity Agenda.
http://www.impact-alliance.org/aboutus/ITU-IMPACT.html

FIRST Forum for Incident Response and Security Teams
https://www.first.org/

TF-CSIRT Trusted Introducer
https://www.trusted-introducer.org/

CERT-EU Computer Emergency Response Team for EU institutions
https://cert.europa.eu/cert/plainedition/en/cert_about.html
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I[TPABEH OCHOB 3A IOHECYBAIE HA TOAUIIHATA ITIPOI'PAMA

Bp3 ocHoBa Ha ujieH 26-a ctaB 2 ¥ 3 01 3aKOHOT 3a eJIeKTPOHCKUTe KomyHuKauuu (Ciy>xoeH
BeCHMK Ha Peny6iuka Maxkemonuja 6poj 39/2014, 188/2014, 44/2015 u  193/2015) ,
HupexkTopoT Ha AreHIyjaTa 3a eJIeKTPOHCKU KOMYHUKAIIMU BO COpabOTKa CO MUHUCTEPOT
Ha/iJIe)keH 3a pabotute of ob6jacTa Ha eJIeKTPOHCKUTEe KOMYHUKALMKM AoHecyBa ['opuniHa
nporpama 3a paboTemeTo Ha HAIMOHAJHUOT IIeHTap 3a OATrOBOP HA KOMIIjyTepCKU
VHIUAEeHTH (popMupaH Kako moceOHa opraHM3alMoHa eJJUHUIIA BO COCTaB HA AreHI[MjaTa 3a
eJIeKTPOHCKM KOMYHUKAIIMK ¥ UCTATa ja JOCTaByBa Ha YCBOjyBame O CTpaHa Ha BiajgaTa Ha
Penybiuka MakenoHwuja.

CornacHo oBa, AreHIyjaTa 3a eJeKTPOHCKM KOMYHUKAIlMM UMa JOOMEHO MO3UTUBHO

MHUCTIeHe 01 MUHUCTEPCTBOTO 3a MH(POPMATUUKO OMIITECTBO U aIMUHUCTpAIlHja,

BOBE]

Homexka OP3MOT TEXHOJIOMIKK pa3Boj 00e30equ OrpoMHU 00JIAaCTM HA HOBU MOYKHOCTH U
MOTeHI[Uja/IHUTe U3BOPH Ha €(PUKACHOCT 3a OpraHM3allMy Off CUTe TOJIeMUHU, OBUE HOBU
TeXHOJIOTUM, MCTO TaKa, JjoHece HeBUIeH 3akaHu co HuB. Cajoep Oe3bemHOCTa € MHOTY
Ba’)KHO Ipallame 3a CuTe OM3HKUCH U CO 3roJIeMyBaH-eTO Ha OPOjoT HAa HOBU ypeau MOBP3aHU

Ha MHTEpHET HeroBaTad Ba>KHOCT Ce 3rojiemMyBad.

Curypen u Oe3bemeH cajbep-TIpOCTOpP, OJJHOCHO CUTYpPHU UM 0Oe3bemHM WHMOpPMALMCKU
CHUCTeMHU U MpPEeXKHU O] KOMIjyTepCKM Hamaju U WHIUIeHTH obe30enyBa MOJIUTHYKA U
OMIITeCTBEHA BKJYUYEHOCT; HaMajyBawe Ha OapuepuTe momMery Ap>kaBuTe, 3ae[HUIUTE U
rpafaHuTe; OBO3MOXKYyBame WHTepaKija ¥ pa3MeHa Ha wuzen U UHPOpMaIUH;

obe3benyBame cyob0oma Ha u3pasyBame U €000 Ha MeJIUyMHTe; NMPAKTUKyBame Ha
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(byHpameHTasnuTe mnpaBa U o0e30eAyBame MOYKHOCT TrparaHUTe Ja pa3BUBaaT
MO/IEMOKPATCKO OMIITECTBO.

McrpakyBaraTa mokakasie jieka rojeM Opoj Ha rparanu (Bo EY MomeHTasHO mpecTaByBa
elHa TPeTUHA O] rpafaHuTe) HeMaaT foBepba BO KOPUCTEHETO Ha UHTEPHETOT 3a YCJIYIuTe
Ha eJIEKTPOHCKO TProBUja U 6aHKApCTBO, MOpaZii HUBHATA 3arpyyKeHOCT 3a be3b6eqHOCTA HA

rnmogaTonurTe T.e. MOKHOCTA Ol HUBHA 3noyn0pe6a.

CajOep-mpocTOPOT HE e I1eJIOCHO PperyjupaH CO IITO € OBO3MOXKEHO KOMITjyTepCKUOT

KpUMHUHAJ O4a 6I/Iﬂe €IHOCTAaBEeH U €eBTUH 3a U3BpIIyBame.

KommjyTepckure/cajoep Hamazu, Bp3 MH(MOPMAIUCKUTE CUCTEMU U MPEKUTE MOTUBUPAHU

0o KPpUMHUHAJIHU HO6YHI/I CTaHyBa4daT Ce ImorojieMa riobasiHa 3aKaHa.

Co u3MeHuTe Ha 3aKOHOT 3a eJeKTPOHCKUTe KomyHukanuu (Ciy)kbeH BeCHMK Ha
Penybauka Makepmonuja 06poj 188/2014), cornacHo ujieH 26-a Bo cocTaB Ha AreHuujara 3a
eJIEKTPOHCKM KOMYHMKAIMK ce (popMUpa nmoceOHa opraHu3anoHa equHuIa - HauuoHnaneH
I[eHTAap 3a OJrOBOP HA KOMIjYTepPCKM WHIMEHTH, Koja Ke MpeTcTaByBa OdUIlUjaTHa
HallMOHA/IHA TOYKA 3a KOHTAKT M KOOpAMHAIMja BO CIpPaByBawmeTo O Oe30eqHOCHUTE
MHIUJEHTU Kaj Mpe)kuTe M MHMOPMaLMCKUTE CUCTeMU U KOj Ke UAeHTU(PUKYyBa U Ke

006e36eyBa oiroBOp HA Oe30eAHOCHU UHLIUIEHTU U PU3UIIH.
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MUCHUJA

HanpoHanHuOT 1jeHTap 3a O4roBOp HAa KOMIYTePCKU UHLIUMIEHTH ja UMa cJiefjHaTa MuUcHja:
a) /1a KOOpJUHMPA U fa romara/acucTupa Ha OPraHUTe U UHCTUTYLUUTE O jaBHUOT
CEeKTOp BO UMILJIEMEeHTAllMjaTa Ha MPOAaKTUBHUTE YCIYTU 3a HaMaJlyBaw-e Ha pU3UKOT
0]l KOMIjyTepcku Oe30eAHOCHU WHIUIEHTH, KAaKO W TIPU CIPABYBAHETO CO
MHIUIEHTUTE KOra UCTUTe Ke HAcTaHarT,
b) na crpoBefiyBa aKTMBHOCTHU 3a e[[yLiMparbe U MOJUrame Ha CBeCHOCTA Kaj rparaHuTe
3a HeraTUBHUTE e(heKTU Ha cajoep 3aKaHUTe U KOMITjyTepCKUOT KpUMUHAJT, U

C) HaBpeMeHO Ja O6€36€,Z[YBE[ COBETH 3a CUTe HeroBu KOHCTUTYEeHTH.

KOHCTUTYEHTHU

KOHCTUTYEeHTH O/ jaBHUOT CEKTOP U MPEeTCTaBHUI[A HA KPUTUYHA UH(PACTPYKTypa BO
Peny6iuka Makenonuja co kou MKD-CIRT ke copaboTyBa Bo peanu3aiiijaTta Ha
nporpamara 3a pabora 3a 2016 roguHa ;

['enepaneHn cexperepujat Ha BiagaTta Ha Penybsinka MakemoHuja

Kabunet Ha nmpeMuepot Ha Penybirka MakegoHuja

MuHUCTEPCTBO HA MH(GOPMATUYKO OMIITECTBO U aMUHUCTpaI[ja

MuHucTepcTBO Ha ofOpaHa

MuHUCTEPCTBO 32 BHATPEUTHU paboTn

MuHucTepcTBO 32 GUHAHCUU

AreH1uja 3a pa3y3HaBambe

I[I/IPEKI.H/Iia 34 3dllITHUTA HA JIMYHU NMOOAaTOLN

P ctpaHa 8



» FlogMwHa nporpama Ha HaLMOHAMHMOT LEeHTap 3a OArOBOP HAa KOMMjyTEPCKMU MHLMAEHTM 3a 2016 rognHa

Hupexkuuja 3a 6e36egHOCT Ha KJacuULMpaHu UHGOpMALUK
MakemoHCKa akajieMcKa UCTpa)kyBauka mpesyxka (MapHer)
LlenTap 3a ynpaByBame CO KpU3U

MEIICO

EBH

Hapopna 6anka Ha Penybiuka MakegoHuja

CromaHcka baHKa

KomepiujanaHa banka

MaxkepoHcku Tenekom

OEJIN U 3A0AYAU

OcHoBHUTE eI 1 3aid4d Hd HAOIWMOHAJIHUOT HeHTap 3a 0AroBsop Ha KOMHjYTepCKI/I

WHLUJEHTH Ce :

[11. Ta 06e36eau Ky4yHa yjiora mpu KOOpMHALIMja HA CIIPaBYBaHbeTO CO MHIUIEHTU Kaj

3aCeraTure CY6j€I{TI/I Ha HAIIMOHAJIHO HUBO.

[12. Jla 06e36eau oAroBOp 3a CripaByBam-e€ CO KOMITjyTePCKU UHIIUAEHTHU, TPeKY JaBakkbe Ha
HEOIXO/IHU YCAYTH KOH HeTOBUOT KOHCTUTYEHT/KOPUCHUK, CO IITO HETOBUOT

KOHCTI/ITyeHT/KOpI/ICHI/IK Ke MO)Ke e(l)I/IKaCHO a ce CIipaBu CO MHIOUOEeHTHUTeE.

[13. KoHTMHYMpaHO A BPIIYM MOHUTOPUHIOT 3a pU3ULIM, a Jo0OMBa MH(MOPMaLIUH 3a
KOMIIjyTepCKUTe 3aKaHU U MHITUIEHTH (II0 aBTOMAaTCKU AT UK Off TPETHU CTPaHU) U
MOCTOjaHO Jla pacroJjiara co MoKa3aTey 3a MaJIMIIMO3HUOT coobpaKaj mTo goara win

nsjieryBa off p KaBaTd.

» cTpaHa 9



» FlogMwHa nporpama Ha HaLMOHAMHMOT LEeHTap 3a OArOBOP HAa KOMMjyTEPCKMU MHLMAEHTM 3a 2016 rognHa

[14. IIpectaByBa odulirjasiHa HallMOHAJIHA TOYKA 32 KOHTAKT U pa3MeHa Ha MHdopMaiuu
(M3BelrTay 3a MHLIUIEHTH, PAHIMBOCT UTH.) 32 BHATPE BO paMKUTe Ha [IpyKaBaTa KaKo u 3a
HaziBop of Hea co Hanmonanuure/Bnagunu CIRT-0Bu of1 ap>kaBuTe BO PETMOHOT U

MOIIUPOKO.

[15. Ila HaBpeMeHO v UH( OpMUpa U U3BeCTyBa KOHCTUTYyeHTuUTe. [la uM 06e3b6e1yBa Ha
KOHCTUTYEHTUTe 0e30eJHOCHU COBeTH, MH(MOpPMALIMK 3a paHo NpeaynpeayBambe 1 Ja nejyBa

KAdKO HeHTPpaJIHa TOYKa 3a IpallldbaTa 01 obsacTa Ha Caj6ep 6@36EHHOCT3.

[16. LlenocHo ma copaboTyBa U pa3MeHyBa UH(MOPMAIIUU CO UHCTUTYIIUUTE O] Ip>KaBaTa
Ha/IJIe)KHU 3a CIIPOBelyBakke Ha 3aKOHUTE, a 0c00eHO Co OHMe 0f] ob1acTa Ha cajoep
KPUMUHAJIOT, KAKO MCOOZBETHO J]a I'M aJjpecupa MpaBHUTE Mpaliamkba KoM MOXKaT Jja ce
mojaBaT 3a BpeMe Ha MHI[U/IeHT.

[17. KoHTuHYyHpaHo a pa3MeHyBa HH(GOpPMaIK, 3HaeHe U UCKYCTBO CO KOHCTUTYEHTUTe, a
yTBpAYyBa 6e30eJHOCHU HajIo0py MPaKTUKKU/BOJUYN U UCTUTE Jla T 00jaByBa, Kako 1
KOHTUHYHPAHO J1a 00e3benyBa efyKaluja 1 00yKU 3a KOHCTUTYEHTUTE U 32 CAMUTE

Bpa6OTeHI/I BO I€HTapPOT.

[18. /la 06e36eayBa MOMOIII BO MPOIIECOT HA BOCMOCTaByBawe HAa IHTepHU 1IeHTpU 3a
O/ITOBOP HAa KOMITyTepCKU MHIIMJeHTH Ha ToJIeMUTe OpraHu3aluy KOU yrpaByBaar co
KJIYYHU/KPUTUIHU MH(OPMAIUCKU MHPPACTPYKTYPH (jaBHU U MPUBATHU) BO PenyOirka

MakepoHuja.

[19. KoHTMHYMpaHO Jja ja mojiura CBeCHOCTA Kaj rparaHuTe 3a HeraTUBHUTE eheKTU Ha

cajbep 3aKaHUTE U KOMITjyTePCKUOT KPUMUHAJI

(L[l) OBE3BEAN KIIYYHA VJIOT'A TP KOOPAMHALIMJA HA CITPABYBAKETO CO
MHUOUOEHTU KAJ3ACETHATUTE CYBJEKTHU HA HALIMOHAJIHO HUBO.
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[Ipu mpujaBa win ugeHTUUKAILMjAa HA KOMIjYTepCKU UHIUIEHT, IeHTapoT 3a OJIFOBOP Ha
KOMITjyTEPCKU HUHIUJIeHTU Ke ob6e3benu KIyyHAa yJjora NpU KOOpPAUHUpPawe Ha
AKTUBHOCTHUTE KOU Ke OuziaT MOTpeOHM Jja ce CIIpoBeJaT 3a CIpaByBambe CO KOMIjYTepCKUOT
uHIuaeHT. KoopauHaiuja ce omHecyBa 3a BKJIyYyBawe M M3BECTYBake Ha 3aCerHaTu

CY6jeKTI/I Ha HALIMOHAJIHO HUBO, 34 pelllaBalkbeé U HAAMWUHYBAK€ Ha HpI/IjaBEHI/IOT NMHIOUOEHT.
3aoBaa Aa ce peajin3dvpa Ke ce peaqin3vpaaTr cJieJHUTe dKTUBHOCTH

e 00e30equ peructap Ha KOHTAKTH 3a CIIpaByame co Kpu3Ha cocTojba

e o00e30equ pas3nmuyHu 0Oe30eHOCHM KaHAJHU 3a KOMYHHUKAIMja CO COOJBETHUTE
cybjeKTH Ha HaI[MOHAJTHO HUBO

e COOJIBETHU MPABWIHUIM 32 HAJIMUHYBaH-€ Ha CTaHJIapJHU U MO3HATH KOMITjyTepPCKU

UHIUOEeHTU
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(L12) OBE3BEOM OAT'OBOP 3A CITIPABYBAHE CO KOMITJYTEPCKU MHLUIUJEHTH,
[TIPEKY JABAKE HA HEOIIXOOHU YCIYI'YM KOH HETOBUOT
KOHCTUTYEHT/KOPUCHUK, CO LITO HETOBUOT KOHCTUTYEHT/KOPUCHUK
KE MOYKE E®OUKACHO JIA CE CIIPABU CO UHIIUJEHTUTE.

3a 2016 roguHa ce IJIaHUpaaT fia ce obe30enaT ciieJHUTE PeaKTUBHUTE U MIPOAKTUBHUTE

YCJIYTH 10 mpernopakarta gobuena on ussemrajot Ha I[ITU-IMPACT :

Ycayra Onuc
1 N3BectyBama u OTkpuBame Ha JeTajii 32 TEKOBHUTE 3aKaHU U
npeaymnpeyBama yeKOpU KOM MOYKaT fia ce mpe3eMar 3a Ja

3alITUTA O]] OBMe 3aKaHU. BKiyuyBa
M3BeCTyBame WM MpeaynpeyBame 3a
HOBOOTKpHeHaTa nHdopmMariyja 3a cajoep
3aKaHU U CJIabOCTU 10 KOHCTUTYEHTUTE CO
npernopavyaH TeK Ha aKI[MM U HAaCOKU 3a Toa
KaKo J]a e 3alITUTU CUCTEMOT.
M3BecTyBamaTa Mo)Ke [ia Ce MPeBEeHTUBHU,
npeaynpesyBauyku, COBETO/IaBHU, U

HaCOUYBauKH.
2 JlayiednHCKY OZITOBOP Ha Ob6e30eyBarme HA TeXHUYKA ITOMOIII 33
UHLIUJIEHT CrpaByBame co 0e30eJTHOCHUTEe UHI[UIEHTHU

Kora Ke ce 1ojaBar, co 1eJi yoj1a)kyBarmbe Ha
IITeTaTa v OMOPaByBakhe Off UHIIUEHTOT.
CoBeTHTe ¥ TeXHUUKATa ITOMOII 0OMUHO Ce
o0e30emyBa npeKy TesedoH uau e-mail-
O0asupaHa KOMyHMKaIyja

3 OproBop Ha MHIIUIEHT HA JIULEe O6e30emyBame HA TeXHUYKA MOPIIKA U
MeCTO COBETH 3a CIpaByBame co Oe30efHOCHUTE
MHIUJIEHTU Kora Ke ce 1mojaBat Ha JIMIe MeCTO,
CO LIeJ1 J1a ce yO1a)ky ITeTaTa M OMopaByBamkbe
o uHIMAeHToT. OBaa ycjiyra BOOOMYaeHo e
MOBp3aHa U ce peajiM3uapa Mpyu UHITUIeHTH O]
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KPUTHUYHO HUBO.

4 OnroBop Ha paHJIMBOCT

OueHyBam-€e Ha COO/IBETHU MEpPKU NMOTPeOHU 3a
Zla ce 0OITOBOPU HA HOBOOTKPUEHU CJ1aboCTy;
Jla Ce OL|eHU HUBHATa CepUO3HOCT U BJIAjaHUe,
Zla ce OJJIYYM JaJiv ia u3pazar
npenyInpesyBama 3a HUB UJIM [la Ce IOTBpAaT
WJIM TIOHATaMy [Jla Ce UCIUTA HUBHATA Te)>KMUHA
/ BnujaHue. ['eHepaiHO, OBOj MPUCTAII Ce
oJlHecyBa Ha MH(MOPMAIUU 32 PAHJIMBOCTH KOU
ce BeKe jaBHO MO3HATMU.

5 OcHOBHa CBecCT, efjyKaidja u
obyka

CripoBesiyBare Ha MPOTrpaMu O MaJiu
pa3mMepu 3a MOJUTHyBake Ha jaBHaTa CBECT.
CrpoBefiyBare Ha OCHOBHU 00YKU 3a OJITOBOP
Ha KOMITjyTePCKY UHLIUIEHTH U OCHOBHU
cajoep 6e30eHOCHU HAjI00PU MPAKTUKH.

U peanusupame Ha MPUNIPEMHU aKTUBHOCTH 32 peanun3anuja u 06e3be1yBarme yCJI0BY 3a

CJIeJTHUTE YCIIYTH.

Ycayra

Ormuc

1 KoopauHaiiuja Ha oroBop Ha
UHIUAEHT

JlejcTByBame KaKo KOOpJMHATUBHA TOUKA Ha
HaLIMOHAJTHO WJIM PETrMOHAIHO HUBO IOMery
CTpaHUTe 3acerHaTu oj; 6e306e JHOCHUOT
MHIMZEHT. 3a 1a MO)Ke [1a ja 0be30equ oBaa
ycayra, MKD-CIRT mopa fa BocroctaBu
IIOBEpJIMBa KOMYHUKAI[Mja CO pa3JIMUHU CTPAHU
Y areHIMY Ha HAl[MOHAJIHO, PeTMOHAJIHO U
r7100aJIHO HUBO.

2 HanpepaHa cBecT, egykanuja u
obOyka

CrnpoBepiyBame Ha MPOrpaMu O IIUPOKHU
pasMepu 3a MOIUrame Ha jaBHaTa CBECT KaKo
Ha Mp. KOH(MepeHI[UKU Ha HAI[MOHATHO UJIU
pervoHasiHo HUBO. CIipoBe/lyBame Ha
HamnpeHU 00YKY 32 OZrOBOP HAa KOMIjYTePCKU
HIIMJIeHTH U HallpeiHU cajoep 6e30eJHOCHU
Hajmo0pu MPaKTUKMU.
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3 KoopauHaiiuja Ha ogroBop Ha KoopauHaliyja Ha 0JJrOBOPHO 0bOjaByBam-e Ha
PaHJIMBOCT nH(OpMaIK BO BpCKa CO
copTBepCKU/XapABEPCKU PAHIMBOCT BO
COO/IBeTEeH BpeMeHCKU nmepuoji. BpemeTto Ha
obOjaBa ce ofipe/iyBa Ha TOj HAUMH 3a [ia Ce
MUHUMU3UPAAT HETaTUBHUTE TTOCTIEIULIM OF
npeABpeMeHO OTKPUBaKe, PeKy
00e36e1yBame Ha JJOBOJIHO BpeMe 3a
m00aByBauoT /ja pa3Bue 1 00jaBu 3aKpra 1 Toa
BpeMe J1a ce COBIA/iHe CO U3BECTYBAHETO.

4 AHanu3a Ha 3aKaHU U AHanu3aTa Ha KOMIjyTePCKU U MPEXKHU
PaHJIUBOCTH 3aKaHU U PaHJIMBOCTH CO 1[eJI /ia ce Ofpeau
HUBHOTO MO>KHO/TIOTEHIIUjaJTHO BIMjaHUE U
KaKo Hajgobpo ucture fa ce ybakar;
Wpentudukauuja Ha HOBUTE TPEH0BU UJIU
TIPOMEHHU BO HAYMHOT Ha paboTeme Ha

HamnaradoT; uiu COBeTYBame BO BPpCKa CO

OTIIUITUTE TPEHJ0BU BO cajoep 6e3benHOCTA.

Co oBue ycayru Ke ce 06e30equ Ja KOHCTUTYEHTOT/KOPUCHUKOT e(GUKACHO ce CIpaBU CO

I(OMHjYTepCI{PIOT MHIWUOEHT.
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(113) KOHTUHYUPAHO JIA BPILIM MOHUTOPUHIOT 3A PU3ULIN, A TOBUBA
MHD®OPMAIIMHU 3A KOMITJYTEPCKUTE 3AKAHU Y UHIIUIEHTH (10
ABTOMATCKH ITAT WJIY O]l TPETU CTPAHU) ¥ TIOCTOJAHO JIA PACITOJIATA CO
MTOKA3ATEJIV 3A MAJTUIIMO3HUOT COOBPAKAJ IIITO TOAT'A VU U3IETYBA
Ol IPYKABATA.

KOHTMHYMPAHOTO MOHUTOpPHUpPAH€ Ha KOMIjyTEPCKUTE 3aKaHU U UHIUJIEHTH Ke Ouje

peajin3rupaHo COo:

KOPHUCTEHe Ha COOIBeTHU CO(PTBEPCKHM pellleHNja 3a HUBHA eBU/eHII1ja

e TMpaTelme Ha COAP)KUHU TMpe3eHTUpPAHM Ha HHTEepHeT BO J[OMEHOT 3a cajoep
0e30eIHOCT ¥ MaJIMIIMO3€eH CO0OpaKaj

e IMpaTeme U y4ecTBO BO (pOopyMu Ha MHTEPHET KAaKO MpUBHUjeruja obesbemeHa npeky
yjlaHapUHM BO MeI'YHAPOJIHU OpraHu3aLun

e OBO3MOXXYBale Ha JIOKaJIHA fojaBa M  uHGopMauuu 3a uaeHTUUIMPaHa

KOMITjyTepCcKa 3aKaHa W UHIUEHT.

(L14) TPECTABYBA O®UIUJAJIHA HAIITMOHAJIHA TOUKA 3A KOHTAKT U PASMEHA
HA UHO®OPMALMU (M3BELUTAN 3A UHUUAEHTH, PAHJIIMBOCT UTH.) 3A BHATPE BO
PAMKUTE HA JIPXXABATA KAKO U 3A HAZIBOP O/l HEA CO
HALIMOHAJIHUTE/BJIAJAMHU CIRT-OBU O AP2)KABUTE BO PETTMOHOT U

[NOIMPOKO.

dyukuujaTta Ha oduIiMjaHa HALMOHAIHA TOUKA 38 KOHTAKTH U pa3MeHa Ha WH(opMaluu
CO MHCTUTYLMHM BO Jp)KaBaTa KaKo M 3a HajBop oj Hea co HaiuoHaysHu/Biaaguuu CIRT
TUMOBHM O]] AP)KaBUTE BO PETMOHOT U MOMIKUPOKO Ke Oujie peaqu3upaHo CO MHUIUPAH-€ Ha
3auJieHyBawe WM TpucranyBame Ha Penyonuka Makegonuja u  MKD-CIRT Bo

MelYHapOJHU OpraHu3aLuu.
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WMuunupawe Ha mnpucranyBame Ha Penyb6nuka Makemonuja 1 MKD-CIRT kako
odunujanHa HanuoHaaHa Touka KoH Global Cyberesecurity Agenda mHuIujaTuBaTa
Ha ITU/IMPACT koanuiujata BO Koja wieHysaart 152 3emju. Co mpucTamyBameTo
MKD-CIRT ke gobue mpucTam A0 OCHOBHUOT MakeT Ha ycayru mrto npeky GCA ru
nygaar ITU/IMPACT koj BKyuyBa:

- Ilpucramn o cucTem 3a U3BECTYBale U aJlapMUpPaHe

- MoykHOCT 3a BKJIydyBawe Ha JIOKQJIHU eKCcIlepTu 3a cajoep O6e36egHOCT BO
3aegHunarta Ha IMPACT

- MosxHocT 3a eckanupawe Ha OoTKpueHuTe uHUupaeHTU A0 IMPACT co uen
HUBHO aHAJIM3Upa-e U KOOp/IMHAallija PU CTIPaBYBambeTO

- MosxHocT 3a ucnpakawe Ha MNpoHajaeH Manuunuo3eH koxa go IMPACT 3a
aHaJIM3a Ha UCTUOT

- [lpuem Ha mepuoAUYHM U3BECTYBaHa U BeCTH 3a MH(GopMalucka 636eqHOCT

- CopaboTtka Bo mpuIpeMa 1 peaju3aiiija Ha cajoep 6e30eqHOCHU Be>KOU MpPeKy
kou Ke ce jakHaT kamanuTetuTe Ha MKD-CIRT u koHcTuTyeHTHUTe, a
HUCTOBpEMEHO Ke ce OBO3MOXXM 3rojieMeHa MeryHapojHa adupmaiuja Ha
MKD-CIRT

Nudpopmupamwe Ha ENISA 3a BocmocraByBaweTo Ha MKD-CIRT kako HauuoHajHa
TOYKa 3a pa3MeHa Ha uHpopmanuu 3a Penyb6smka Maxkeponuja. EBpomckara
Arennuja 3a mpe)kHa u uHpopmanucka 6e3bepHoct 3aegHo co CERT-EU ce
[[eHTpaJIHa TOUKA 3a KOOp/IMHAIIKja U pa3MeHa Ha nHdopMaluu Mel'y HallMOHAJTHUTE
CIRT TumoBu Bo 3emjute yjieHKU Ha EBporickaTa YHuja.

- WHdopmupamwe Ha HaumoHasuute CIRT TuMOBU BO 3eMjute ujieHKU Ha
EBpornckata YHuja 3a BocmocraByBakbe Ha MKD-CIRT kako oduuujamna
Hal[MOHaJHA TOYKa 3a pa3MeHa Ha WHGOpMALMU M KOOpAWHAIMja Ha
MefyHapOOHU aKTUBHOCTU O Penybiimka Makeponwuja.

-  Huunupawe Ha CIpeMHOCT 3a copaboTka BO MpuUIpeMa W peanu3aliija Ha

cajoep 6e30egHOCHU Be)XKOM MpeKy KO Ke ce jakHAT KamauureTute Ha MKD-
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CIRT ¥ KOHCTUTyeHTUTe, a HUCTOBPEMEHO Ke Ce OBO3MOXXM 3rojieMeHa
MefyHapogHa apupmanuja Ha MKD-CIRT

- HMuunupame Ha Oapame 3a mpucrtan g0 pecypcute kou ENISA ru o6e3benyBa
Ha gpyrute Hauuonanu CIRT-oBu, Kako U3BecTyBawa, HAjAOOPU MPAKTUKU U
paboOTHU TPYIU.

e OtnouHyBawme Ha mpolec 3a 3awieHyBawe BO FIRST u 3m06uBame co craryc
Affiliatet Member . FIRST kako ¢dopym Ha CIRT TUMOBM HyAM TMOMOII BO
komyHuKanujata Mefy oamenHu CIRT-oBu mpeky HUBHO 3amo3HaBawe WU MPEKY
KOPUCTEHe Ha BOCIOCTaBeHAaTa MH(MPACTPYKTypa U CUCTEMM 3a CIOJeyBawme Ha
uHdopmanuu u copaborka. OBaa copaboTKka uMMa OCHOBHA IleJl J1a ro 3abp3a
MpOLECOT Ha CIpaByBaH-€ Co 6e30eJHOCHUTE UHI[U/IEHTHU.

e OrTnouHyBawe Ha mpoliec 3a 3awieHyBawe U akpeaurtainuja Ha MKD-CIRT Bo TF-
CSIRT Trusted Introducer kako MefyHapoAHa opraHM3alidja Koja HyJUu YCJIYTd Ha
CIRT-tumoBu. Co 3aunenyBaweto Ha MKD-CIRT Ke ce nocturse:

- MKD-CIRT pma 6upe 3anuimaH Bo eBupeHIujaTa 1 gucrtata Ha CIRT Tumosu
Kako oduiyjasiHa HalMOHaJHA Touka BO Pemybsnka MakengoHuja, CO IITO
CIRT tumoBute mto unenysaat Bo TF-CSIRT ke 6upmat wuHgpopMupaHu 3a
BocrnoctaByBaweTo Ha MKD-CIRT

- Ilpucran go pecypcute u uHdpactpykryparta u cucremure Ha TF-CSIRT

- Mosxnoct 3a akpegutanuja Ha MKD-CIRT kako CIRT tum co BocmocTtaBeHU
Hajmob6pu NMpaKTUKU U UMIIEMeHTUpaHu moauTuku of Trusted Introducer Bo
cBoeto paborewe co mto MKD-CIRT 6u ce 3m06un co mOBUCOKO HUBO Ha
noBepba BO KOMyHMKAalMjaTa CO OCTAHATUTE UJIEHOBHU.

e Uuunupawe Ha copaborka co HanuoHasHu U BaaguHu CIRT TumoBu of 3emjure BO
peruoHor. Llen e 1a ce uHMIMpa copabOTKa CO TUMOBHU OJ IPYTH 3€MjU CO MOXKHOCT 3a
Hej3MHO o uIUjaTu3upamke MPeKy MOTIUIIYBakhe HA MEMOPAHIYMU 3a cOpaboTKa co
CJIeITHUTEe aKTUBHOCTHU:

- PasmeHna Ha uHgopManuu 3a 6e3beHa ¥ JOBEPIMBA KOMYHUKAIHja
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- Pa3smena Ha uHdopMaluu, W3BeCTyBawa U aajpMupame 3a 0e30eqHOCHU
PAHJIUBOCTU U UHI[UJIEHTU
- CopaboTka 1 3aeMHa MOMOIII BO CIpaByBame CO MefyHapogHU O0e36eHOCHU
UHLUJIEHTU
- yuectBo Ha JokanHu exkcnepu op MKD-CIRT u koHCTUTyeHTUTE BO
peruoHayIHu pabOTWIHULIM U Be)KOU 3a cajoep 6e36eqHOCT
e HWHdopmupamwe Ha jaBHOcTa Bo Penybsinka Make/ioHHWja 3a BOCIIOCTABYBaHeTO Ha
MKD-CIRT kako oduiinjasiHa Hal[MOHAJIHA TOYKA 3a KOOpJMHAIlMja M pa3MeHa Ha
nHdOpMaIMK MPeKy UCIpakame Ha COOMIITeHHWja N0 MeUYMUTEe U KOHTUHYUPAHO
nHbOpMUpame Ha jaBHOCTA 3a Oe30eJTHOCHUTE 3aKaHU U HAUMHU 3a 3alITUTA.
e HMHdopMmupame Ha KOHCTUTYEHTUTE W OpPraHU3alMUTE O] jaBHUOT M MPUBATHUOT
cektop 3a MKD-CIRT u HeroBute ycjyru npeky ucnpakawke Ha COOMNUITEHHWjA U
MHbopMalMM 3a HAUMHOT Ha IMpy)Kake Ha YCJyrMTe M 3a HauMHOT Ha

BOCIIOCTaByBdHl-€ Ha COpa6OTKa.

(I5) KOHCTUTYEHTUTE BPEMEHO JIA T UH®OPMUPA, U3BECTYBA, JA UM
OBE3BEAYBA BE3LEOAHOCHHM COBETU, UHOOPMAILINU 3A PAHO
I[TIPEAVIIPEOYBAIE N JA JEJTYBA KAKO OEHTPAJTHA TOYKA 3A
[TIPAIHAHATA Of OBJIACTA HA CAJBEP BE3BEIHOCTA.

KoHcTUTyeHTHUTe BpeMeHO Ke buat nuHgopMupaHu npeKky obe3beqyBame Ha

KOMYHUKAaIMja npeKy 6e30eJHOCHU KaHaJIU U TOA :

e BOBeJlyBame€ Ha HEKOJIKY pas3JMyHM IUIaT(GOPMU/MOXKHOCTA 3a KOMYHHUKalUja
(tenedoH, e-mau, pakc, MUCMEH [IOMKUC, web uTH).
- Beb CTpaHUIIMTEe HAMEHeTH 3a COBETH, PAHO MpeaynpeyBame Kako 1 3a
onmTu nHGopMauu oz obacta Ha cajoep 6e3begHOCTA

- PGP-enkpunrtupana emaunsna KOMyHUKaluja
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e OCBEH TPaAMIMOHAJHUTE KOMYHMKAIMCKU KaHaj, JUCHUMUHAIMjaTa Ha MOMaJKy
KPUTUYHU UM MOMaJIKy 4yCTBUTEIHU (Ipef ce jaBHU) MH(OPMALMU KOH CBOUTE
KOHCTUTYEHTH U jaBHOCTa npeKy HOoBU iaTdopmu (Facebook, Twitter, mailing lists,

RSS feeds)., co nen nogurayBam-e Ha jaBHaTa CBECT 3a cajoep 6e3bemHocTa
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(116) LIEJTOCHO COPABOTYBA Y PA3SMEHYBA UH®OPMAILIVY CO
MHCTUTYLUUTE OJI IIPYKABATA HAJIJIEXXHU 3A CITIPOBEJTYBAKE HA
' 3AKOHUTE, A OCOBEHO CO OHUE O] OBJIACTA HA CAJBEP KPUMUHAJIOT

HaloHasMoT 1ieHTap 3a OZroBOp Ha KOMITjyTePCKY UHIIUIEHTHU 11eJIOCHO Ke Oujie MoCBeTeH
3a copaboTKa 1 pa3meHa Ha HHGOPMAIIMU CO OCTAaHATUTE [IP)KABHU MHCTUTYLIMU KOU Ce
HaJIJIe)KHU 3a CIIPOBeIyBame Ha 3aKOHCKaTa pamka Ha Penybsinka MakejoHuja 3a
TeXHUUYKH U OPraHU3aLMCKU MePKHU 3a 00e30e1yBamhe Ha TajHOCT U 3allITUTA Ha 00paboTKa
Ha nojaTonu, 6e36eJHOCT Ha MPe)KH,3alITUTa Ha IMYHU [TOLATOLM KaKo 1 01 obj1acTa Ha

cajbep KpUMHUHAJIOT.

Bo TeKoT Ha 0BOj MepUOJ IEHTAPOT Ke MPeJI0)Ku Mpe/Jior MPOMeHH BO 3aKOHOT 3a
eJIeKTPOHCKM KOMYHUKALIMK KaKO ¥ BO ITPaBUIHUK 3a 0be36eqyBame Ha 0e30eIHOCT U
MHTErPUTEeT Ha jaBHUTE eJIEKTPOHCKM KOMYHUKALUCKA MPEXKU U YCIAYTU U aKTUBHOCTHU KOU
IIITO OIlepaTopure Tpeba fa ru npes3eMar IPU HAPyLIyBaw-e Ha 6e30eJHOCTa HA IMYHUTE
Mo/IaTOIM 3a Moe(UKaCHO KOOPAUHUPakhe Ha aKTUBHOCTUTE 3a CIIPaByBaH€e CO
KOMITjyTepcKuTe 6e30eJHOCHU MHIIUIeHTH U 32 00e30eyBame MPOTOK Ha MH( opMaLuu 3a

6@36€HHOCT8 N UHTeIrpuTeTOT Ha CUTe€ KOMYHUKAIITUCKH MPEIKU.

Bo ucTuoT nepuoz Ke ce mpUIpeMa 1 Mpejjior TeKCT 3a MpOMeHa Ha MPaBUIHUIIUTE 3a
TeXHUYKH U OPTaHU3ALMCKU KepKH 3a 00e30eiyBame Ha TajHOCT U 3alITUTA Ha 0O0paboTkKa

Ha ImoaaTouu 3a HUBHO HOHO6PYBaHae.
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(LI7) KOHTUHYWPAHO OA PASMEHYBA UH®OPMALWN, SBHAEE 1 UCKYCTBA
CO KOHCTUTYEHTUTE, A YTBPILYBA BE3BEJHOCHU HAJAOBPHU
éHPAKTI/IKI/I/YHATCTBA

BakHa KOMIIOHEeHTa BO (YHKIIMOHUPAHETO Ha LIeHTapoT e obe30e1yBam-e Ha Kajilap KO Ke
MO>Ke TeEXHUYKH /1A OJITOBOPU HA CUTe Mpeu3BUIIY 32 OATOBOP HA KOMITjYTE€PCKU
UHIUJIeHTU.

CBepony cMe 3a OTPOMHMOT Op3 pa3Boj Ha MH(OpPMATUUKATA TeXHOJIOTHja a MoCeOHO
Pa3BojoT M qUCTpUbyLIMjaTa HA MaJIMI[MO3eH copTBep. 3a mpaTeme Ha 0BOj Op3 TpeH 1 Ha
pPa3BOj HAa HOBU KOMMjyTepPCKU 3aKaHU M HUBHATA Ce MOKOMILJIEKCHA CTPYKTYpa, efyKalujaTa

1 HaArpagbaTa Ha BpaboTeHUTe BO LIEHTAPOT Ce O] MHOTY Ba)KHO 3HAUEHe.

Enykanuja u Haarpaz6a Ha BpaboTeHUTe Ke Oujie mpeKy camoeyKaliija co KOpUcTewe Ha
elyKaTUBHU MaTepujajid JOCTAallHU HAa UHTEPHET, IpeKy ImoceTa Ha CreljdjaJTHu3UpaHu
kypcesu 3a CIRT TumoBu opranusupanu og merynapoauu opranusanuu ( mp. TRANSIT I,
TRANSITII, ...) HO 1 cO pa3MeHa Ha UCKYCTBA CO JIOKAJIHUTE, PETUOHAIHUTE U
MefyHApOOHUTE LIEHTPU 3a OATOBOP HA KOMITYTEPCKU UHIIUJEHTH MPeKY paOOTUTHUIU U
CeMUHaApHU.

KoHTHHYMpaHO Ke pa3MeHyBa UH(OPMAIUU, 3HACHE U UCKYCTBO CO KOHCTUTYEHTUTE, Ke
yTBpAyBa 6e30eJHOCHU HajIo0py MPaKTUKK/BOAUYY U UCTUTE Ke v objaByBa. Bo Taa
Hacoka, MKD-CIRT konTunyupaHno ke obe3besyBa egykainuja u 00yKH.

Enykainuja Ha BpaboTeHUTe BO HACOKa Ha 3[J00MBam-e CO 3HaeHa U BeIITUHU BO JIeJIOT Ha
nHdopmaiuckaTa 6e36egHOCT, yripaByBamwe co MH(popMaLucka 6e36eHOCT, yripaByBambe CO
MPOIIeC 3a CIpaByBame CO KOMITjyTepcKu Oe30eJHOCHU MHLIUIEHTH, penetration testing,
OTKpUBaH-€ U aHA/IM3a HAa PAHJIMBOCTU U popeH3uKa. [IoTBp/ia HAa CTeKHATUTE 3HAEHA Ke ce
BpIIY MpeKy cepTuduKalija Ha BpaboTeHUTe COTJIacHO Mef'yHapOHO MPU3HAeHUTe

ceprudukanuu oj crpada Ha ENISA, ITU u EU, Bo genor Ha:
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e VYmpaByBamwe co nuHpopMalucka 6e36eJHOCT U YTipaByBame CO MPOLiecuTe 3a
crpaByBame co Oe30eqHOCHU UHIMAEeHTH, Kako Ha mpumep ISC2 CISSP (Certified
Information Security Professional), ISACA CISM (Certified Information Security
Manager), EC Council CCSO (Certified Chief Information Security Officer), EC
Council CIH (Certified Incident Handler)

e dopeH3uka, Penetration testing u enkpunuuja, kako Ha npumep EC Council
CES/CEH/CHFI (Certified Encryption Specialist/Certified Ethical Hacker/Computer
Hacking Forensics Investigator)

e AHaju3a u ynpaByBame co pusuiu Kako Ha npumep ISACA CRISC (Certified in Risk

and Information System Control)
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(118) OBE3BEZIYBA [TOMOIII BO MPOIIECOT HA BOCIIOCTABYBAISE HA
MHTEPHU LIEHTPY 3A OJITOBOP HA KOMIJYTEPCKU UHLIUAEHTU HA
TOJIEMUTE OPTAHU3ALIMY KOU YIIPABYBAAT CO KJIYUHU/KPUTUUHU
MHDOOPMALIMCKUA UH®PACTPYKTYPY (JABHY U [TIPUBATHU) BO PENTYBJIMKA
MAKEJIOHUJA

EnHa o moBa>kKHUTEe aKTUBHOCTU HA HAIMOHAJTHUOT IIEHTAp 3a O/ITOBOP HA KOMITjyTePCKU
VHIIUJIEHTU € UHULIMPaKe Ha BOCIOCTaByalme Ha UHTEePHU LIeHTPH 3a O rOBOpP Ha
KOMITjyTePCKU UHIIUEHTH , 0cCOOEHO HAa OpraHu3alnuy KO yIpaByBaar Co
KJIYUHUM/KPUTUYHU MHDOPMALIUCKKA MHDPACTPYKTYpH, U HA bapame 0] KOHCTUTYEHTUTE U
yUecTBO U JaBakbe Ha MOMOIII BO CAMUOT MPOLieC Ha BOCIMIOCTaByBaw-e€ HA UHTEPHU I[eHTPU 3a
O/ITOBOP HAa KOMITyTePCKU MHIIUJIEHTU, 0COOEHO Ha OpraHu3alluy KO yIpaByBaaT co

KJIYYHU/KPUTUYHUA UH(POPMALMCKU UHPPACTPYKTYPH.

OBa e of1 BOKHO 3HaU€eHe M0pajiy MOBeKe MPUYNHU U TOA
e  3arosiemyBame Ha OpPOjOT Ha 00YYeH TeXHUYKH IepCOHaJ OJTOBOPEH 3a OJITOBOP Ha
KOMITjyTePCKU UHIIUEHTH
. [TogobpyBame Ha O/IP)KYBAKETO U MPEBEHTUBHO [eyBake Ha HUBO HA MHCTUTYIIUja
3a 00e30e/iyBame Ha 3aIITUTA TPOTUB KOMITjYPCKU UHITUIEHTU
. O6e36enyBame Ha Op3a u epuKkacHa peakiyja NIpu KpU3HU CUTYaLIUU

. [Topurame Ha HUBOTO Ha CBECT 3a cajoep 6e30eAHOCT HA MOeAMHEYHU UHCTUTYI[UU
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(LI9) IMOOUTAHE HA CBECHOCTA KAJ TPATAHUTE 3A HETATUBHUTE E®EKTU
HA CAJBEP 3BAKAHUTE U KOMITJYTEPCKHUOT KPUMUWHAIJI

Kako HajBa)kKHUTe MPEeBeHTUBHU MepKa 3a 60pba MPOTUB KOMIIjYTePCKUTE UHIIUIEHTHU U
KOMITjYTePCKUOT KPMMUHAJI e MOIUrakheTo Ha CBeCHOCTA Ha rpafaHuTe 3a cajoep
b6e3begHOCTA.

OBaa 11es1 ce ocTBapyBa CO OBO3MOJKYBake Ha ycjyrara 3a efiykaluja u ooyka.

Bo 2016 roiuHa ce njiaHUMpaar cjleJHUTe aKTUBHOCTHU 3a Jja ce 3a7l0BOJIaT OBUE 1eJIu:

. Ob6jaByBame Ha OCHOBHU eJ[yKaTUBHU COAPI)KUHU 3a cajoep 6e30eIHOCT Ha
ocduIMjasHaTa CTPpAHUIIA HA LIEHTAPOT

. [IpunpeMa Ha UHTEPAKTUBHU COJIP>KUHU 3a cajoep 6e36eJHOCT KAKO KOHTUHYMpPaHa
AKTUBHOCT BO HapeIHUTEe roJAUHU

. [IpunpeMa Ha COAP>KUHU 3a pa3JIMYHU IPYNU HA IpafaHy 10 TOJUHU HA CTApOCT 3a
Npe3eHTUpambe MPeKy CUTe MeJUyMCKHU KaHaJIu .

. KoHTUHYMpaHU jaBHU KaMIlamky 32 6e30eJHOCT Ha MHTEPHeT 3a MOJIUralkhe Ha CBecTa

Ha rparaHuTe 3a 3alITUTe of cajoep Hamagu
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» FlogMwHa nporpama Ha HaLMOHAMHMOT LEeHTap 3a OArOBOP HAa KOMMjyTEPCKMU MHLMAEHTM 3a 2016 rognHa

AKIIUCKHU I1JIAH

Axnuckuot riad 3a 2016 rogMHa Ha HAIIMOHAJHUOT LEHTap 3a OJITOBOP Ha KOMITjYTepPCKU

MHIUJIEHTHU e MpUKa)kaH Bo Tabejara 1.

Tabena 1

Pen.op.

AKTUBHOCT

BpemeHcka

pamka )Q -
KBapTan)

WHcrananuja Ha XapABepcKaTa onpeMa u
codTBepCKU pellleHUja 3a MOAIPIIKA HA
MOHUTOpPUpPame U eBUeHUpale Ha MH(pOopMaLuu
3a KOMMjyTepCKU 3aKaHU U UHLIUTEHTHU.

Q1

[TocTaByBawe Ha CHUCTEM 3a YIIPaBYyBame CO
KBaJIUTET Ha YCJIYTH 3a cJiefiewe Ha e(huKacHOCTa
Ha LIeHTapOT 3a OJrOBOP HA KOMIjYTEPCKU
UHIIUJIEHTU U 00e30eJyBamke Ha TOCTOjaH Mpoliec

Ha HEroBO MOJ00pyBame .

Q1-Q4

Ob6e3b6enyBame bOe3be/ieH HAYMH HA NTPUjaByBakbe
Ha UHUUJEHTUTe TMpeKy pa3jiMyYHU KaHalu 3a
KOMYHUKauuja : Teiepod/mobusnen, e-maui co PGP

eHKpuIuja, pakc, MICMeH onuc, u web

dopmynapu.

Q1

Kpeupame Ha oduiiujasieH Beb cajT co ciegHUTE
(byHKUIMOHATHOCTH

° Onmrtu nHGOpPMALIMU 3a IIEHTapoT

Q1-Q4
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» FlogMwHa nporpama Ha HaLMOHAMHMOT LEeHTap 3a OArOBOP HAa KOMMjyTEPCKMU MHLMAEHTM 3a 2016 rognHa

o OBo3MO)KyBaH-€ Ha MpUjaBa Ha
MHIUEHT U HejlarejaHa CoJIp KMHa

o M3BecTyBama 3a TEKOBHUTE
nHdopManuu 3a 6e30eJHOCHU UHLIUEHTH

o [Ipucran g0 fokymeHTaiuja (

TOAUILIHUTE U3BeIITaH, ...)

° JIucTa Ha cepBUCU U HUBHO
VHUIUPAHE

o Hacranu

o JIMVHKOBU 10 KOPUCHU JIMHKOBU

° 3aKoHCKa peryjaTuba

o KoHTakTn

o JaBeH pmen 3a objaBa Ha MH(OpPMaLIUH,

M3BeCTyBaHa U COBeTHU KOU MMaar 3a LeJl
MOJUTHYBake Ha jaBHATa CBECT 3a cajoep

6e30eHOCTa U cajoep 3aKaHUTe

o 3amrrured ge 3a be3begHa

KOMYHUKAaIMja CO KOHCTUTYEHTUTE

[Ipunpema Ha NPaBUTHULIM U TIPOLEIYPU 3a
o (Q6paboTka Ha IpUjaBH OJ] CTPaHa HA
©  HaAJBOPELIHU LIeHTPU
© KOHCTUTYEHTHUTe
© ['paraHu
o CepBuCH IpeMa KOHCTUTYEHTUTE
© HauuH Ha OlHeCyBake U MPOTOK Ha
undopmaiuu (code of conduct)

o Krnacudukauuja Ha KOMITjyTePCKUTE

Q1-Q4
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0e30eITHOCHU UHI[UeHUT
© (O6paboTka 1 mocTamyBamwe 1Mo

KaJicMpUIIMpaHuTe UHIUIeHTU

WNudopmupatme Ha jaBHOCTa Ha Penybiinka
MaxkeioHuja ¥ 00jaByBake Ha OCHOBHU
eJIyKaTUBHU COJIp>KUHU 3a cajoep Oe36eHOCT Ha

odulMjasiHaTA CTPAHULIA HA LIEHTAPOT

Q1-Q4

[Ipunpema Ha COP)KMUHU 3a PAa3JIMUHU IPYIU HA
rparfaHu 1o roJJUHU Ha CTAapOCT 3a Mpe3eHTUupambe

NnpexKy MeguyMCKHU KaHa/In

Q3-Q4

HpopMmupame Ha KOHCTUTYEHTUTE U COOMpame Ha

MOZATOLIM 32 HUBHATA UH(PACTPYyKTypa
,OBJIaCTeHUTe KOHTAKTU U jaBHU PGP knyueBu 3a
6e30eHa KOMyHUMKAl[Mja U pa3MeHa Ha

nHbopManuu

01

IobuBame Ha be30efHOCHU cepTUUKATH 3a

BpaboTeHUTe

Q1-Q4

10

[IpucranyBane BO Mef'yHapOJHUTEe OpraHu3aluu
Kako ouIMjajHa HAI[MOHAJIHA TOUKA 32 KOHTAKT

34 OAArOBOp HAa KOMNIYTEPCKU MHIUJEHTH.

Q2
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OPI'AHU3AILIUJA

éOPFAHI/IBAL[I/UA 1 PACIIOJIOKUBHM PECYPCHU

HaioHa/IHMOT 1jeHTap 3a OAroBOP HA KOMITjyTEPCKU MHIUAEHTH e (hOPMHUPAH KaKo
nocebHa OpraHU3anOHA eIMHUIA BO COCTAB Ha ATeHIujaTa 3a eJIEKTPOHCKU KOMYHUKAIIUH.

M3Bagok of1 opraHOrpaMoT Ha BHaTpellHa opraHu3anuja Ha AEK e mpeTrcTaBeH Ha ciuka 1.

Cimuka 1

i CoseTsHIp B2 AUperTopor (12 MEEpmurTem) F

1
Harosanes:
3aopromop s

T
l'_‘yliam Capmgaza ==
copasoTE:

| | L 1 |
= : s C!:mpsisanmm
' = ‘ | - = ‘ ' | ‘ - I
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é‘JOBE‘H{I/I PECYPCH

3a HaLlMOHAJIHUOT LIeHTap 3@ OJITOBOP HA KOMITjyTepCKU MHLUAEHTY IUIAHUPAHU ce 5
paboOTHU MecTa CO CTPYKTypa mpeTcTaBeHa Bo Tabesa 2.

Tabena 2

PakoBoputen Ha Ciyrkb6a-Hainonanex
[[eHTap 3a 0JIFOBOP Ha KOMIIjyTepCKU BCC |AEK| 01 01 | bo2 | 1

WHLIMUIEHTU

CoBeTHMK 3a O/ITOBOP HA KOMITjyTePCKU
VHIUJIEHTU

BCC AEK | 01 01 | BO1 1

CoBeTHUK 3a 0/ITOBOP Ha KOMIIjyTepCKU
UHIUEHTH

BCC |AEK| 01 01 | BO1 1

CoBeTHMK 3a O/ITOBOP HA KOMITjyTEPCKU
VHIUJIEHTU

BCC |AEK| 01 01 | BO1 1

CoBeTHHUK 3a 0JrOBOP Ha KOMITjyTePCKU
UHIUIEHTH

BCC |AEK| 01 01 | BO1 1

BpaboTtenute 8o MKD-CIRT 3gomkuTesiHo Mopa fja moceyBaat 6e30eJHOCHU cepTU(UKATH
3a MpUCTAI 10 Kaacupuimpanu nudopMaluu usgagenu o Jupexipjata 3a 6e36egHoCTT
Ha Kiacudumpanu nHGOPMAIMU COTIACHO WwieH 38 of1 3aKOHOT 3a KjIacuuIUpaHu
uHdopMaIuu 1 corsacHo meryHapoguure npernopaku (ITU, ENISA,EU). Bpaborenute Bo
MKD-CIRT tpeba ma mocesiyBaaT OBJacTyBaHa 3a 00pab0TKa Ha JIMYHU [MOJIaTOLM U3afleH!
ofi AreHIiyjaTa 3a eJIeKTPOHCKU KOMYHUKAI[UU.

Kanpugatute 3a pabora Bo MKD-CIRT 3apomkuTenHo Tpeba fa moceiyBaaTt cepTuduKaT
KOj MMa MOBP3aHOCT CO UH(opMaI[MCKa U KOMYHUKaIMCcKa 6e30eHOCT , fojieKa MpeHOCT
Ke MMaaT KaHIUZaTuTe KOU IoceiyBaaT Melr'yHapoHO pU3HaeHu cepTudUKaTH off CTpaHa
Ha ENISA, ITU u EU, xako na mpumep ISC2 CISSP, ISACA CISM, ISACA CRISC, CCSO, CIH,
CES, CEH, CHFI.
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OUHACUCKHU IIVTAH

[TnanupanuTe (pUHAHCUCKU cCpeficTBa 3a pabora Ha LleHTapoT 3a 0ATOBOP Ha KOMITjyTePCKU
UHLIUJEHTU ce YyTBpAeHu Bo [loaumHuor @DUHAHCMCKUOT MJjaH HaA AreHuujata 3a
eJIeKTPOHCKM KoMYyHUKaluu 3a 2016 roguHa Koj e cocTaBeH JieH Ha ['oguiiHaTa mporpama 3a
pabora Ha AreHIdjaTa 3a eJIeKTPOHCKM KOMYHUKALMU ycBoeHa Ha jeH 01.12.2015 ropuna, u

o6jaBeHa Ha BeO CTpaHAaTa Ha AFeHLIPIjaTa 3d eJIEKTPOHCKU KOMYHUKaAIIUH.

HO,Z[O.TIY BO TEKCTOT Ce u3Bagouu o FO,I]I/IIIIHI/IOT (l)I/IHaHCI/ICKI/IOT IJ1aH I{Oj ce ogHeCyBa 3a

paborara Ha lleHTapoT 3a 0/irOBOp Ha KOMIIjYTePCKU UHITUTEHTH:

Ta6ena 3

Konto Onuc N3noc
417710 O6yxka u cTpyuHo ycoBpyBame - CIRT 1.200.000
417741 | Cemunapu v KoHpepeHIuu (KoTU3anuja) 350.000
416xxx | Unenapunu - CIRT 180.000

PacxonHa ctaBka 417 - UHTeJIeKTyaJHU U IPYTU YCIYTU

[InaHupaHuTe pacxoau 3a UHTEJIEKTYaJHU U APYyTH yciyru 3a 2016 roguHa Bo U3HOC Off
1.550.000 penapu ce goKaT HA CJIEHOBO:
o CemuHapu u KoH(pepeHIH (KoTU3a1Kja)

o OOyka 3a CTpy4YHO YCOBPIIYBaHE;
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. PacxopHa craBka 416 - wieHapuHu

[TpouieHeTHMOT M3HOC HA OBaa pacxoAHa Kateropuja udHecysa 180.000 nenapu, Bo Koja ce
orndareHu TPOMIOLUTE 32 U3MUPYBaH-€ Ha PeJIOBHUTE rOJJUITHU OOBPCKU 3a:

o Ynenapunu Bo meryHapoauute uHctutyiuu (CIRT);
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P FoAMLLIHA NPOTPama Ha HaUMOHANHNOT LeHTap 3a OAT0BOP Ha KOMYTEPCKU MHUMAEHTH 3a 2016 roguHa

3AKJYYOK

Bo texor Ha 2016 roguHa LEeHTApOT 3a OJrOBOP Ha KOMIIjyTepCKU MHIUEHTH Ke paboTu
MHTEeH3MBHO Ha UCIOJIHYBalkhe Ha MHUCHUjaTa U MOCTAaBEHUTE LieJld NMpeKy peaju3upame Ha
CcUTe Npe/IBUIeHN aKUBHOCTU.

Efen of riaBHuTe NpeU3BUIIMTE BO OBaa roguHa Ke buze eKunupameTo Ha TUM 3a OJrOBOP
Ha KOMITjyTepCKUTe UHI[UIEHTH U [JaBae Ha MO/ pIIKa Ha CUTe KOHCTUTYEeHTH KaKo M HUBHA
ejiyKaluja 3a epMKaCcHO U3BPIIyBam€e Ha 3ajaqyuTe.

Ob6esbesyBambeTo Ha OCHOBHUTE MH(MOPMAIIUU 3a NMOAUTHYBAameTO Ha CBeCcTa Ha rparaHuTe
3a KoMmjyrepckara besbegHocT u cajbep KpUMHMHAJIIOT BO OBOj Iepuoz Ke buje ocHoBa 3a
Hajrpajba 1 KOHTUHYMPAHO 300raTyBambe CO HOBU COJP)KUHU.

Bo oBaa roguna ke 6uge u ouiHjaJIHO OTBOPeHAa KOMYHHMKalMjaTa co OCTaHaTUTe LeHTPU

3a 04IroBOp Ha I(OMI'IjYTGpCKPI UHIUIeHTU BO PermOHOT U INOIIHUPOKO.

BJEI'YBAIE BO CUJIA

[ogumuara mnporpama 3a paboTemeTo Ha HalMOHAJHMOT LeHTap 3a OJroBOpP Ha
KOMIjyTepCcKy MHIM/EHTH, BeryBa BO CHJla HApeJHUOT IeH 0J] AeHOT Ha objaByBame Ha
OpnykaTa 3a Hej3MHO yCBoOjyBame ojf cTpaHa Ha Bnagara Ha Penybnuka Maxesponuja, Bo

Cny>xb6en BecHuk Ha Penybnuka MaxeoHnuja

B./l lupexTop Ha
. —
AreH1ja 3a eJIeKTPOHCKM KOMYHUKaLUU
Bnapgumup Pucresckun |
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