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AT'EHIIMJA 3A EJIEKTPOHCKH KOMYHUKAIIMU

Bp3 ocHoBa Ha wieH 166 craB (7) ox 3aKOHOT 3a eNeKTPOHCKUTE KoMyHuKanuu (,,Ciryx0OeH
BecHUK Ha PerryOnmka Makenonuja“™ op. 39/14, 188/14, 44/15, 193/15, 11/18 u 21/18), nupekropoT
Ha AreHIMjaTa 3a eJeKTPOHCKA KOMYHHKAIIMU BO COTJIACHOCT CO TUPEKTOPOT Ha JlupekimjaTta 3a
3aIlITUTa Ha JJMYHUTE nojaTouy, Ha 29 mapt 2019 ronuna, nonece

ITPABUJIHUK 3A UBMEHYBAIBE U JIOIIOJIHYBAIBE HA IITPABUJIHUKOT 3A
OBE3BEIYBAIBE HA BE3BEJJHOCT U UHTEI'PUTET HA JABHUTE
EJJEKTPOHCKHA KOMYHUKAIIUMCKHA MPEXKU U YCJIYI'M U AKTUBHOCTH
KOHM IITO OITEPATOPUTE TPEBA IATHU IIPE3EMAT IIPU HAPYIIYBAIBE
HA BE3BEJJHOCTA HA JINYHUTE NMMOJATOLN"

Uinen 1

Bo IIpaBunaukoT 3a 06e30eqyBame Ha 0€30€IHOCT M MHTETPUTET HA jaBHUTE EICKTPOHCKHU
KOMYHHUKAIICKH MPEXH M YCIYTH M aKTUBHOCTH KOW IITO ONEpaTOpHUTE Tpeda Ja T! mpe3emar
Ipy HapyllyBame Ha Oez0enHocta Ha jauuHUTE nojatouu (,,CioyxOeH BecHUK Ha PemyOiuka
Makenonuja“ 6p. 9/15), Bo unenot 1 Bo anmuejata 1 300poBHTE: ,,HAUMHOT HA*“ CE 3aMEHyBaar
co 300poBUTE: ,,HAUNHOT U POKOBUTE BO*.

Bo anmnejara 2 300poBuTE: ,,HAUMHOT HA JOCTABYBamkE HA M3BECTYBAKETO HA'™ CE 3aMEHYBaat
cO 300pOBUTE: ,, HAUMHOT ¥ POKOBUTE HA JIOCTABYBahE HA U3BECTYBAHETO O,

[To anunejaTa 2 ce nogaBa HOBa ajdnHeEja 3 Koja Tiacu:

,,~-HAUMHOT ¥ POKOBHUTE HA M3BECTYBame N0 ATEHIIMjaTa 3a €NEKTPOHCKH KOMYHHUKAIIUU O]
CTpaHa Ha ONEPATOPUTE Ha jaBHH EJIEKTPOHCKH KOMYHHKAITUCKA MPEKH U YCIYTH HA TOJUIITHO
HHBO,".

Asnunente 3,4 u 5 ctanyBaar aiideu 4, 5 u 6.

Unen 2
Bo unenor 2 ce nogaBa HoBa anuHeja 1 koja riacu:
,»- VTHQOPMAILIUCKH CHUCTEM: KOMYHUKAIIMCKH, KOMIJYTEPCKU WU JAPYT €NEKPOHCKH CHUCTEM
MIPEKyY KOj OTMepaTopoT ' 00e30emyBa yCIyTruTe coryiacHo wieH 11 o oBOj MpaBUITHUK.
Anuneure 1, 2 u 3 cranyBaaT anuHeu 2, 3 u 4.

Unen 3

Bo unenor 4 ce nogaBa HOBa peueHUIIA KOja TJIACH:

,,CO TIpe3eMeHnTe YeKOpH MOTPEeOHO € Ja ce MOCTUTHE OJIPEJeH CTENEH Ha CUT'YPHOCT KOj Ke
O/IrOBapa Ha MOCTOCYKUTE 3aKaHU, K€ TH CHpedyBa O0e30eHOCHUTE WHIMIEHTH WIH K€ TO
yOnaxyBa BIIMjaHHETO HA BAKBUTE MHIIUIACHTH Bp3 paboTaTa Ha jABHUTE KOMYHHKAIIMCKA MPEKHU H
yciyru.©

Unen 4
UiieHoT 6 ce MEHYBa U IJ1acH:

* Co 0BOj IPaBUIIHUK CE BPIIH YCOTTIACYBamkhe CO BPOIICKATa PeryjiaTHBa BO 00I1acTa Ha €JIEKTPOHCKHTE KOMYHUKAIIMH, ¥ TOA: OIPEAOUTE O] Uiie-
Hot 13.a ox dupekruBara 2002/21/EC koje e noHececeHa o EBpONCKHOT mapiaMeHT 3a 00e30e/lyBambe Ha 3ae/IHIMYKa paMKa 3a peryJjaiuja Ha
CJICKTPOHCKUTE KOMYHHUKAIL[UCKUA MPEXHU M YCIyIH M Koja € u3MeHeTa u jgononHera co JupexruBara 2009/140/EC n Perynarusara Ha Komucuja-
Ta (EY) 611/2013 on 24 jyau 2013 3a MepkuTe KO Ce MPUMEHYBAAT 3a U3BECTYBabhE MIPU HApYIIyBambe Ha 0€30€IHOCTa Ha JIMYHUTE TOAATOIHN
Bp3 ocHoBa Ha [lupekruBarta 2002/58/EK Ha EBporickroT nmapiaaMeHT 1 Ha COBETOT 3a MPUBATHOCTA M SJICKTPOHCKUTE KOMYHHKAIHH.
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,llomuTrkaTa 3a 6e30eJHOCT Koja mTo Tpeda /1a ja yCBOjaT OmepaTOPUTE COTIACHO WIEH 5 Ha
OBOj IPAaBWJIHUK Tpeda /1a Tu ordaka MUHUMYM cieanuTe noapadja (Jlucra 1):

- Ilponenypu 3a ynpaByBame CO TeHepaTHuTe 0e30eTHOCHU PU3HUIIH,

- be3beaHOCT HA YOBEUKUTE peCcypcH,

- be3beanoct Ha cuctemuTe U 00jeKTUTE,

- Be30eTHOCT ¥ UHTETPUTET HA JIMYHUTE MTOJATOIH,

- OnepaTHBHO yNpaByBameE,

- YpaByBame CO UHLIHJICHTH,

- YpaByBame €O JICJIOBHHOT KOHTHHYHUTET,

- MOHUTOPHHT U TeCTUPame Ha 0€30¢THOCHUTE MEPKH.

Munumanuaute 6e30eTHOCHH MEPKU KoM Tpeda J1a TH Ipe3eMar OrepaTopuTe U Kou Tpeda 1a ce
conprkanu Bo [lonmutrkara 3a 6€30€1HOCT, Kako U pe)epeHTHUTE HOPMH 32 HUBHO CITPOBEIYBALE CE
HaBeJieHU BO Jlucrata 2. OcBeH HaBeZeHUTE peepeHTHU HOPMH ONIEPaTOPUTE MOXKAT Jia IIPHUMEHAT
U JIpyTH COOJIBETHU HOPMH CO IIeJT OCTBapyBamke Ha 0e30eJHOCHUTE MEPKU HaBEJCHHU BO CTaBOT 1 Ha
OBOJj WJICH.

Jluctute 1 1 2 071 0BOj UJIEH CE€ COCTABEH JIEN O/1 OBOj MPABUITHHK.

Yiren 5
ITo wieHoT 6 ce nomaBaar IBa HOBU WieHa 6 - a U 6 - O KOWM rjiacar:

,,diIeH 6 - a
Ormeparopute KoM ce HOTU(UIMPAHU CEe JODKHU Ja JOCTaBar JoKyMeHTupana [lommtuka 3a
0e30eTHOCT TIpeT 3aTI0YHYBALE Ha JaBaFbe Ha YCIYTUTE Of] WICHOT 11 Ha OBOj MpaBIITHHIK.

Unen 6 - 6

OmnepaTopure ce JOJDKHU €HAIl TOAMIINHO Ja chpoBenar Oe30eqHOCHA MpoBepka Ha
I/IHCI)OpMaIII/ICKI/IOT CHUCTCM, CO LI Ja CC MMOTBpAXU JaJId CC UCITOJITHCTH MUHUMAJIHUTC IIPOITHIIAHNU
MepkH 3a 0e30eqHOoCT HaBeneHH Bo Jlucrara 2. HaomoT on mpoBepkara, 3a€QHO CO IUIAHOT 3a
OTCTpaHyBamke HAa KOHCTATHPAHUTE HEJOCTATOIN, KaKO M TIOJIMTHKATA 3a 0€30€IHOCT /10 KOJIKY €
peBHIMpaHa, TOTPEOHO € Ja ce JOCTaBaT A0 ATEHIMjaTa 3a €JIIEKTPOHCKH KOMYHHUKAIMH JI0
KpajoT Ha Maj BO TEKOBHATa roJiMHa, 3a mperxojaHaTa roauHa. [locramnkara 3a 6e30eqHOCHATaA
NPOBEPKAa MOXKE JIa ja peasiu3upa ONepaTopoT WM KBaTH(PHUKYBaHO HE3aBHCHO TEJIO KOE BPIIH
0e30eaHOCHA MpoBepKa.

Unen 6
Bo unenor 7 BO mocnegHaTa pedeHHIIa 300pOBHUTE: ,,TEOTO HAIJICIKHO 3a CIIPaBYBambE CO
KOMIT)YTepCKH HWHIUJEHTH BO PemyOnmka Makenonuja® ce 3ameHyBaaT co 300poBwHTE: ,,
Harmonanuuot neHTap 3a oaroBop Ha kommjyrepcku nniuaentu MKD-CIRT®.

Unen 7

Bo unenor 10 ce noaBa HOB cTaB 2 KOj IJ1acu:

,Omeparopute Tpeba Ja ja U3BecTaT ATreHLHMjaTa [JOKOJKY CO HapylIyBameTo €
OHEBO3MOXKEHO OCTBapyBam€ Ha IIOBUK KOH HTHHUTE CIy’)KOM €O TOBHMKYBAaukH OpOeBH
nponumany Bo [IpaBMIIHUKOT 3a €IMHCTBEHHOT €BPOICKM Opoj 3a WTHM mnoBuuM ,,112%
(,,Cimyx0eH BecHuk Ha PenyOnuka Makenonuja“ 6p.184/15).
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Unen 8
OBOj IpPaBWITHHUK BJIETYBa BO CHJIA HAPEAHHWOT JCH O] IEHOT Ha 00jaByBameTo BO ,,CiyKOCH
BecHHK Ha PenyOiinka CeBepHa Makenonuja“.
[To BieryBameTO BO CHIia, OBOj MPABUIHUK Ke OMjie 00jaBeH M Ha BeO-CTpaHUIlaTa Ha AreHiyjara
3a eJIEKTPOHCKHM KOMYHUKAIMK U JIUpeKijaTa 3a 3aIliTHTa Ha JIMYHUTE TTOATOIH.

AreH1yja 3a eIeKTPOHCKH Jupexkiyja 3a 3amTura
KOMYHUKAIINU Ha JIMYHUTE MTOATOLH
Hupekrop, Hupekrop,
Camo Iumurpujocku, c.p. I'opan TpajkoBckwu, C.p.

bp. 0201-1065/1
29 maprt 2019 roguna
Ckomje
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JInera 1

be3benHocHu MepkH

[Monpauja 3a npeB3ematbe 6e36e1HOCHH MEPKH

PedepentHn besbenHocHn Mepku

MNMpouenypu 3a ynpaByBame CO reHepanHuTe
6e36enHOCHH pH3HLIH,

BocnocraByBame H 0ApXKYyBaH€ Ha COOABETHU
npouenypy 3a iHhopmMaLMcka CUFYPHOCT Koja
ce OIHECYBa Ha MpeXHa CMI'YPHOCT Kako W Ha
CHIYPHOCT Ha yCIyTHTe H JIMYHUTE NMOAATOLM
(Information security policy)

BocnocrasyBaise 1 OLpXKyBatkhe Ha COOABETHA
paMKa 3a ynpaByBame CO PU3HKOT, Koja ke
HOCNYXH 33 MAeHTH(UKALM]A H afipecHpatbe Ha
puzukotr (Governance and risk management)
BocnocraBysatbe U 0apKyBathe Ha COOBETHA
CTpYKTYypa Ha yiord u oarosopHoctu(Security
roles and responsibilities

BocnocraByBaibe 1 OpKyBate Ha COOZIBETHH
NpoLeaypH KoM Ce OJHECYBaaT Ha AOrOBOPUTE
CO TPETH CTPaHH W 3aLUTHTA 32 UCTUTE Ja He
B/IMjaaT HEraTUBHO Ha O6e30eaHoCTa Ha
mpexute U ycnyrure (Security of third party
assets) .

besbenHoct Ha yoBeuKHTE pecypen,

IMpoBepka Ha nepcoHanoT (nepcoHan ,
IOTOBOPHH CTPaHH W TPETH CTPaHH) Kora €
noTpeGHO CorlacCHY HUBHHUTE 3af0KEHHja 1
oarosopHocTi(Background checks);
[MepcoHanoT na ce 3ano3Hae co JOBOIHO
uHpopmaumy 3a 6e36enHOCT, a HCTO Taka Ja ce
o6e3b6enar penosHu 00yKku Ha Tema GesbeaHoct
(Security knowledge and training);
BocnocraByBatbe H 04pikyBate Ha COOABETHH
TPOLIEAYPH NIPH KAAPOBCKU MPOMEHH U
NPOMEHH Ha yJIOTH U OAFOBOPHOCTH Kaj
(Personnel changes);

BocnocraByBatbe 1 OfpXKYBatbe Ha COONBETHH
npoueaypy 3a NepCoOHanoT KOH ja
NPEKpILYyBaaT MojuTHKaTa 3a 6e36eIHOCT Kako
1 BOBEyBamhe Ha AUCLUUIUIMHCKY MOCTANKH
(Handling violations);
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— BocnocraByBame 1 op)KyBate Ha COONBETHA
(hM3MUKa CUIYPHOCT H CUTYPHOCT Ha YCI0BHUTE
Bo ofjextute (Physical and environmental
security of facilities);

— BocnocraByBame H OJpxKyBaie Ha COOABETHA
6e30eaHOCT Npy cHabnyBaweTO (ENEKTPUUHA
eHepruja, ropuBo, WIH KIMMaTH3aLuja) 3a
o6jekrure (Security of supplies);

—~ BocnocraByBame ¥ OAPKYBatbe HA COONBETHU
(NOrMuKK) KOHTPOJIK 3a IPUCTAN A0 MPEXHUTE U
MH(OPMALIMCKUTE CUCTEMHU, CO Lien A Ce
Crpeun He03BOJEH MPUCTAN, U3MEHA UK
Opuiuele Ha NOAaTOLMTE O/l TAKBUTE CHCTEMU

Be30enHOCT Ha CUCTEMUTE U 00jEKTHTE, (Access control to network and information
systems);

— BocnocraByBawe 1 OApXKYBake Ha
MHTErPUTETOT Ha MpeskaTa ¥ HH(POPMALIMCKHOT
CHCTEM, 3aLUTUTA O]l TPOjaHLH, “code
injections™ 1 Opyr ManLMo3eH COPTBEP KOj
MOJKe /12 ja npoMeHH GYHKLMOHAIHOCTA Ha
cuctemute (Integrity of network and
information systems);

— BocnocraByBare 1 OAPXKYBakhe Ha COOABETHH
NpoUeaypH 3a AOBEPJIUBOCT U UHTETPUTET Ha
COAPXKHMHATA HA KOMYHUKALIMHTE U
MEeTanoaaToLuUTe 3a KOMyHUKaLHUTE
(Confidentiality of communications).

- BocrniocraByBate 1 OAPXKYyBakbe Ha CHCTEM 3a
3aILTHTA HA JIMYHMTE NOAATOLH COrNIACHO
NPONUCHUTE 3a 3aLUTHTA HA TUYHUTE N10JaTOLH

- [puMeHyBamwe Ha TEXHHYKH U
OpraHM3alucKy MepkH 3a 06e3benyBame Ha
TajHOCT M 3auiTuTa Ha 00paboTkaTa Ha TMYHHUTE
NOJAaTOLM COTJIACHO MPOMKMCHTE 32 3alUTUTa Ha
JIMYHUTE NOAATOLH ,

— BocnocrasyBate 1 OpaYyBate Ha COOJBETHH
NpoLenypH 3a YNpaByBakse CO KpUTHUHUTE
MPEeXHH 1 MHOOPMALCKH CHCTEMH
(Operational procedures);

— BocnocrasyBame Ha npouenypu 3a
ynpaByBawe CO KPUTUIHUTE MPEXKHU H
MHPOPMAUUCKH CHCTEMH, CO LieJ [a Ce HaManar

OnepaTiBHO ynipaByBakhe MHUMAEHTHTE KOU Ce NpeAn3BHKaHH OA
npomenu (Change management);

- Bocnocrasysame 1 oapxyBare Ha IPOLERYPH
3a ynpaByBabe CO CPEACTBATa M KOHTPOJIA Ha
KOHGUrypalLujaTa co Lien ynpaByBatbe co
PacronodJIMBUTE KPUTHYHU CPEACTBa U
KOH(HUrypauuja Ha KPUTHYHUTE MPEXHH H
uHdopmaurcky cucteMu (Asset management).

— Bocnocrasysaie 1 onpxyBate Ha npoLenypH

VnpaByBake CO HHLUHIAEHTH 3a ynpaByBake CO 6€30€XHOCHHTE HHLMAECHTH

KaKo ¥ HUBHO NpOCNENyBabe 10 OATOBOPHHUTE

Be36eaHOCT 1 MHTErpUTET Ha JIMYHUTE NOAATOLH
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nuua (Incident management procedures);
BocnocraByBaibe U OnpXKyBamkhe Ha COONBETHH
KaraLWTeTH 3a AeTeKTHpae Ha 6e30enHOCHUTE
nuHunnentH (Incident detection capability);
BocnocraByBatbe 1 0piKyBabe HA COOABETHU
npouenypH 3a U3BECTyBame 3a Oe36enHoCHHTE
MHUMIEHTH COTJIaCHO 3aKOHCKaTa peryarisa
(Incident reporting and communication);

VnpaByBame CO AENOBHHOT KOHTHHYUTET

BocnocraByBame 1 OApKYBakbe Ha MJIAHOBH 32
BOHPEIHU CUTYaLlH U CTpaTeruja 3a
06e30enyBae Ha KOHTHHYUTET Ha MPEeXH H
ycnyru (Service continuity strategy and
contingency plans);

BocnocraByBame 1 onpxyBame Ha “disaster
recovery” KanaluWTeTH 3a NOBTOPHO
BOCMOCTaBYBak-¢ Ha paboTa Ha Mpexara 1
YCIYTUTE BO C/IMYaj Ha NPUPOLHH KaTacTpodu
(Disaster recovery capabilities)

MOHHTOPHHT U TeCTUpae Ha Ge36eAHOCHHTE
MepKH

BocriocraByBatbe U OApiKyBae Ha CHCTEMH 32
HaA30p Ha JIOFOBUTE HA KPUTHYHHTE MPEXHH H
KOMyHHKauucky cuctemd (Monitoring and
logging policies);

BocnocTaByBare H ONpXKyBatbe Ha NPOLENypH
3a TECTUpaHE HA MNIAHOBHUTE 32 BOHPEAHH
CHTYaLMH H KPEHparbe CUIYPHOCHYU KOMUH, a
Kora e noTpe6Ho 1 Bo copaboTka co TpeTH
crpanu (Exercise contingency plans);
BocnocrasyBare 1 0npxKyBae Ha NPOLIENYPH
3a TECTHpake Ha MPEXHUTE U
MH}OPMaLUCKHTE CHCTEMHU, NoceGHO npu
NOBP3YBak-€ CO HOBa MpeXa WK
uHpopmauncku ciucreM (Network and
information systems testing);
BocnocraByBatbe 1 OAPKYBabE HA COOABETHH
NpOLeAYPH 32 U3BPLUYBat€ Ha MPOLIEHKa 3a
6e36eIHOCT M TECTHpabE Ha MPEXKHHUTE U
MH(OpMaTHUKH cucTeMu (Security
assessments);

BocnocraByBatbe U OApXKYBatbe Ha NPOLELYPH
33 HaA30p M YCOTIaCEHOCT CO CTaHAApPAHTE
3akoHckata perynarusa (Compliance
monitoring).
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Jlucra 2

MuHumanHu 6e36e1HOCHH MEpKH

PedepenTHu HOpMU aKkTyenHa
BEp3uja Ha CTaHAapaOT

[Mpouenypu 3a ynpaByBame co
resepannure 6e36eqHOCHY PU3ULIM,

ISO/IEC 27001
ISO/IEC 27002
ISO/IEC 27005
ISO/IEC 27011

be36eaHOCT Ha HOBEUKHTE PECYPCH,

ISO/IEC 27001
ISO/IEC 27002
ISO/IEC 27011

Be36eaHoCT Ha cucTemuTe U
o0jextuTe,

ISO/IEC 27001
ISO/IEC 27002
ISO/IEC 27011

OnepaTHBHO ynpaByBame

ISO/IEC 27001
ISO/IEC 27002
ISO/IEC 27011

YrpaByBak€ CO HHUMACHTH

ISO/IEC 27001
ISO/IEC 27002
ISO/IEC 27011

YnpaByBame CO AE€TOBHUOT

ISO/IEC 22301

KOHTHHYHTET ISO/IEC 27011

ISO/IEC 27001

MOHMTOpMHI" U TECTHPALE HA ISO/IEC 27002
6e36eqHOCHHUTE MEPKH

ISO/IEC 27011
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