Bp3a ocHoBa Ha uyneH 192 crae (6) oa 3aKOHOT 3a €nNEKTPOHCKUTE KOMYHUKaLUW
(,CnyxbeH BecHuk Ha Penybnuka CesepHa Makegonuja 6p. 135/2025, 269/2025 v
132/2026), [upektopoT Ha AreHuujata 3a €NeKTPOHCKM KOMYyHWKauuu, Ha [AeH
23.06.2026 roguHa, ja aoHece cneaHara:

NPEANOI-JIMCTA
Ha KPUTUYHU KOMMOHEHTU U YYBCTBUTESIHU AeNOBM Ha
€NeKTPOHCKUTE KOMYHUKALMCKN MPeXu

Mpeamer
YneH 1

Co oBaa Jlucta ce yTBpayBaaT KpUTUHHA KOMNOHEHTM U YYBCTBUTESHU AENOBU HA

ENeKTPOHCKNTE KOMYHUKALIMCKNU MPEXW.

Uen

YneH 2

Llenta Ha Jluctata Ha KPUTUYHM KOMMOHEHTW W 4YYBCTBUTENHU [OEN0oBU Ha
ENEeKTPOHCKMTE KOMYHWKALMCKU MPEeXW € HaMeTHyBamwe 0DBpCkM 3a orpaHuyyBame
UNU UCKNyYyBawe Ha MOXHOCTa 3a cHabaysawe Ha onpema 3a KpUTUYHUTE
KOMMOHEHTU N YYBCTBUTENHUTE AENOBU HA ENEKTPOHCKUTE KOMYHMKaLMCKN MPEXK CO
uen ybnaxysawe Ha pusuuute no MpexHarta 6GesbegHocTt, oa AobasysBauu u
NPOU3BOAUTENM LUTO CE€ CMEeTaaT 3a BUCOKO PU3WYHWU, COrNacHO CO npoueHara Ha
NPOMUIIOT Ha PU3MK.

YneHn 3

yTBpﬂyBaH:eTO Ha KPUTUYHU KOMMOHEHTU U YYBCTBUTENHW AENOBN HA ENeKTPOHCKUTE
KOMYHWKaUMUCKN MpeXu ce ogHecyBa Ha CUTE €NEeKTPOHCKUTE KOMYHUKaLUCKU MPEXH

co nocebeH OCBPT Ha MPEXMU BO KoM € uMmnnemeHTupara 5G texHonorujara.
Unex 4

Nuctata Ha KPUTUHHM KOMMOHEHTW W YYBCTBUTENHW AENOBM Ha ENeKTPOHCKUTe
KOMYHUKaLIMCKN Mpexu e aeduHupana cornacHo gokymentute ,Cybersecurity of 5G
networks EU Toolbox of risk mitigating measures®, ,EU coordinated risk assessment
of the cybersecurity of 5G networks, ETSI (European Telecommunications Standards



Institute) n 3GPP (3rd Generation Partnership Project) ctraHgapauTe, penesaHTHuTe
ynatctea Ha ENISA ( European Union Agency for Cybersecurity), kako u nporpamure
Ha EBponckaTa YHuja u HauMoHanHute ctpateruu 3a 6es3beaHocT u ogbpaxa.

KpPUTUYHN KOMMOHEHTN U YyBCTBUTENHN AENOBU HA ENEKTPOHCKUTE KOMYHUKaLIMCKM
MpEeXu

Unen 5

(1) KpuUTHY4HM KOMNOHEHTM W YYBCTBUTENHW [OENOBU HA ENEeKTPOHCKUTE
KOMYHUKaLUCKN MPeXU ce KOMMNOHEHTU U Aenosu KouwTo ru obe3benysaar cnegHute
hyHKUMOHANHOCTH:

DyHKUMOHANIHOCTU HA OCHOBHaTa Mpexa, onpeaeneHu Bo penesBaHTHute ETSI
(European Telecommunications Standards Institute) crangapgu v

(dyHKUMOHANHOCT NPeKy Koja unu BO CNny4aj Ha YMe HapylwyBawe € MOXHO aa ce
Bnujae Ha Hajmanky 1 000 kpajHM KOPUCHULUM UNKU Ha ENEeKTPOHCKA KOMYHUKaLMUCKa
Mpexa Ha apyr onepartop

(2) Bo cornacHoct co ETSI (European Telecommunications Standards Institute)
cTaHgapauTte, 3a OyHKUMOHANHOCTW Ha OCHOBHAaTa MpeXa ce CMeTaaT OHUE Kou ce
Of CYLUTUHCKO 3Ha4emwe 3a ynpasyBawe, opraHu3auuja, paameHa Ha nHcopmMaumm u
nogaTouu BO Mpexara, yCornaceHocT co perynatopHute 6apawa, o6esbegysate Ha
AOBEPNNBOCT HAa NOAATOLMTE Ha KOPUCHULUMTE MNK AOCTANHOCT Ha Mpexara.

(3) Bo lMNpunor 1 e paneH npumep Ha (PyHKUMOHANHOCTUTE HA OCHOBHATa Mpexa
onpegenenn co penesaHTHUTe ETSI| (European Telecommunications Standards

Institute) crangapaw.

KpUTUYHN KOMNOHEHTU U YyBCTBUTENHU AenoBu Ha 5G ENEeKTPOHCKuTEe
KOMYHUKaLUCKU MpPeXxu

UneH 6
Kako KpUTUYHM KOMNOHEHTU U YyBCTBUTENHW AENOBW CE CMEeTaaT efnemMeHTUTeE n

yHKUMOHANHOCTUTE CO HMBO Ha 4yscTBuTenHoct BUCOKO wnu KPUTUYHO 3a
€NEeKTPOHCKUTE KOMYHUKaUuckn mpexu co 5G TexHonoruu, gagenu so Mpunor 2.



3aspLwHm oapeadu
Uneu 7

(1) Co geHoT Ha Bneryeamwe BO cuna Ha oBaa JIucta Ha KpUTUYHUTE KOMMOHEHTH U
YYBCTBUTENHUTE AENOBU HA ENEKTPOHCKUTE KOMYHUKALUUCKU MpEeXu, NnpecTaHysa aa
Baxu Jlucrata Ha KPUTUYHUTE KOMMOHEHTW W 4YyBCTBUTENHUTE [AENOBW Ha
eneKTPOHCKUTE KOMYHMKauucku mpexu (CnyxbeH secHuk Ha Penybnuka CesepHa
MakepnoHnuja 6poj 96/22).

(2) Jluctata Ha KPUTUYHUTE KOMMOHEHTW W YyYBCTBUTENHUTE [ENOBU Ha
€NeKTPOHCKUTE KOMYHMKaLIMCKM MPEXW Brieryea BO cuna co AeHOT Ha objaByBae BO
,Cnyx6eHn BecHuk Ha Penybnuka CesepHa MakenoHuja".

(3) Mo snerysaweTo BO cuna oBaa Jlucrta ke ce objaBu Ha Beb cTpaHaTta Ha

AreHuujaTa.
Bbp.~20¥ - ££Z£ /3
25.0¢ . Z0L4 roanHa OupexTop,
Ckonje Nusret Haliti
Spromers o)
Waroteune: T

Sevdali Selmani

HaduHa NayHoscka
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MPUNOI 1: ®yHKUMOHANHOCTM HA OCHOBHAaTa MpeXa onpefeneHn CO peneBaHTHU
ETSI crangapav (European Telecommunications Standards Institute)

DUKCHU U MOBUITHU MpeXxu:

Core network switching layer (routing and switching)

Core network routers (Backbone, BB) — high-availability network routing traffic of
different subnets across the republic at the IP level

Aggregate network routers (Aggregation Routers, MGW) — high-availability network
routing regional network traffic at the IP level

Routers interfacing with other communications networks (Edge Routers, BNG)-

1.2. Core network services layer
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Service routers (Service Routers, SR) — the functionality of the IP level of the client
connection, the regulation of client connections and the establishment of access
rules. Here, the download/upload speeds of customer connections and the
restrictions and quality parameters set by the service profiles are determined
according to the information contained in the databases

Network services, service management, such as speed limiting network subscribers,
packet filtering, and traffic prioritisation (including authentication and authorisation
systems (AAA), Radius)

Firewalls, protection against denial of service (DDoS) attacks, network security
devices and services

Systems and services supporting the operation of the communications network —
DHCP, DNS, NTP, PTP

The system OSS (Operational Support System) that manages and organises the
work of the core network in a communications network

IMS — Voice telephony. IP Multimedia subsystem

The layer of infrastructure required to provide core network services

Wholesale production of services is enabled by virtualisation environments with
software and servers (NFVI)

Core network management layer (network management systems)

Service and network monitoring systems =~ -

OOB - out of band management

Provisioning systems for services and equipment (Network Activation Systems)

4G ocHOBHa Mpexa:

Home Subscriber Server (HSS)

Packet Gateway (PGW)

Policy and Charging Rules Function (PCRF)
Mobility Management Entity (MME)

Serving Gateway (SGW).

5G ocHOBHa Mpexa:

NSSF — Network Slice Selection Function
NEF — Network Exposure Function

NRF — Network Repository Function

PCF — Policy Control Function

UDM — User Data Management



3.6. AF — Application Function

3.7. AUSF - Authentication Server Function

3.8. AMF — Access ja Mobility Management Function
3.9. SMF - Session Management Function

3.10. SMSF - Short Message Service Function
3.11. UPF — User Plane Function

3.12. CHF — Charging Function

3.13. W-AGF - Wireline Access Gateway Function
3.14. NWDAF — Network Data Analytic Function
3.15. 5G-EIR - 5G Equipment Identity Register
3.16. UDR - Unified Data Repository

3.17. UDSF - Unstructured Data Storage Function
3.18. N3IWF — Non-3GPP InterWorking Function
3.19. TNGF - Trusted Non-3GPP Gateway Function
3.20. TWIF — Trusted WLAN Interworking Function
3.21. SEPP - Security Edge Protection Proxy

3.22. |-NEF - Intermediate NEF

3.23. SCP - Service Communication Proxy

HoBute craHpgapau v yHKUMOHANHOCTUTE HA OCHOBHAaTa Mpexa ce axypupaar v
objasysaar Ha https://www.etsi.org/




NMPUNOI 2: Jluctata Ha enemeHtTM U QyHKUMOHANHOCTM Ha 5G eneKkTpoHCKuTe

KOMYHUKaLUWNCKN MPEXKN
Coré hetwork KPVITMHHb - User Equipment' Adfhenticafion. foaming
functions and Session Management Functions

DyHKUMOHANHOCT (ABTEHTMKaUMja Ha KOPUCHUYKa onpema),
M  Ha OCHOBHA pOaMuHr ¥ (PYHKLUMOHANHOCTH 3a
Mpexa ynpasygatbe CO Cecuu,

- User Equipment data transport functions,
(PYHKUMOHANHOCTH Ha KOPUCHUYKA onpema
3a NpeHocC Ha nogaToum),

- Access policy management
(MonwuTtukmn 3a npucran),

- Registration and authorization of
network services,
(Peructpauuja v asTopu3aumja Ha MpPeXHM
ycnyru),

- Storage of end-user and network data,
(Cknagupatbe Ha nogaTouu 3a KpajHHoT
KOPUCHUK W MPEXHW NOAATOLM ),

- Link with third-party mobile networks,
(Moepaysare co Apyru MoBUNHU Mpexu),

- Exposure of core network functions to
external applications,
(M3n0XeHOCT Ha OCHOBHUTE MPEXHU
PYHKUMOHANHOCTYU Ha HaABOPELLHM
annukayum),
- Attribution of end-user devices to network

slices

NFV KPUTUYHO

management and




network
orchestration
(MANO)

NFV Cuctemu 3a
ynpaByeawe W

noAApLUKa
(MANO)

Management CPEQHO/ BUCOKO Security management systems, (Cuctemu
systems and 3a ynpasyeawe co 6e3abenHocT),
supporting Billing and other support systems such as
services network performance, (Hannata v apyru
Cucremm 3a CUCTEMM 33 nNOAAPLUKA, Kako WTo ce
ynpasyeawe ¢ MpeXHu nepdopMaHcH).

noaApLUKa

(paanuynHu oa

MANO)

Radio Access BUCOKO Ba3anu cranuum

network

Pagwo npucranta

mpexa

Transport and CPEQHO/ BUCOKO Low-level network equipment (routers,
transmission switches, etc), MpexHa onpema co
functions (pyTepu, pasaenHuum..),

DYHKUMOHANHOCT Filtering equipment (firewalls, IPS...)
W 32 TPaHCNOPT # Onpema 3a puntpupatse (firewalls, IPS...).
npeHoc

Internetwork CPEQHO/ BUCOKO IP networks external to MNO premises
exchanges HagsopelwHu IP mpexy,

Network services provided by third parties,.




lNojacHyear-e Ha nucmama:

Core network functions, ®yHKUMOHANHOCTM Ha OCHOBHA Mpexa -
DyYHKUMOHANHOCTUTE KOW Ce M3BpLUyBaaT BO OCHOBHMOT [en Ha enekTpoHckaTa
KOMYHMKauMcKa Mpexa BO Koja e umnnemeHtupada 5G texHonorujarta, reHepasnHo,
ce cmeTaar 3a KpuTu4HW. Bnujanujata Bp3 ocHOBHaTa Mpexa MoXe Aa ja 3arposar
AOBEPNMBOCTA, AOCTANHOCTA W WMHTErpUTETOT HA cUTe ycnyrn (BnujaHneTo Bp3
OocTaHaTUTE KOMMOHEHTM Ha Mpexarta Ke bupe HacoyeHo camMo KOH ogpeaeHa
yHkumja wnu obnacr). HajyyeBcTBUTENHUTE nogaTtouuM ce npeHecyBaaTt npeky

KOMMOHEHTUTE BO OCHOBHATa MpeXa.

NFV Management and Network Orchestration (MANO) - 3aegHo co
(bYHKUMOHANHOCTUTE KOM Ce O[BMBaAaT BO OCHOBHAaTa Mpexa W cuctemute 3a
ynpasyBawe W NOAAPLIKA, OF roNemMo 3Hayewe ce U cnegHuTe yHKUMOHANHOCTK:
KOHTpOna v npucran;

HesbegHocT u perynatusa,

kpunTorpadckaTta nHpacTpykTypa HeonxoaHa 3a KoHdurypaumja u ynpasysarwe co
5G mpexa.

Management systems and supporting services (MANO and other management
systems and supporting services), Cuctemute 3a ynpasyBawe W noaapLuka
(MANO u gpyrv cuctemu 3a ynpasyeawe U noaapLuka) ce cMeTaar 3a UCKNYyYUTENHo
BaXXHW, MAKO HM3 HUB HE NOMMHYBa coobpakaj.

Cenak, TMe KOHTPONUpaaT BaXHU AENOBM Ha Mmpexara, u moxe aa buaar uen Ha
Hanaam, Kako WTo ce caboTaxu 1 LWNUOHAXM CO CEPUO3HM NOCNEAULM CO WTO ke Buage

HapyLLeHo (byHKUMoHUpaweTo Ha 5G mpexara.

Radio Access network and Access network functions, ®yHkUMOHANHOCTUTE Ha
npucrtanHa Mpexa ce cMeTaaT 3a BUCOKO YYBCTBUTENHWU. I'IpoueHKaTa Ha CTeneHoT
Ha YYBCTBUTENHOCT Ha cneunduyHnTE ENeMEeHTU BO pamMKuTe Ha NnpucTanHarta mpexa
3asucu on noeeke daktopu. Co paseojor Ha 5G wmpexara, M nomanky
YyBCTBUTENHWUTE AenoBu AobusaaT ce NOronemMo 3Hayewe, a co Toa CTaHysaaT U

NOYYBCTBUTENHU (KaKO Ha npumep oapeneHun enemMeHT™ o4 pagvo npucranHarta



Mpexa 4Yuja YyBCTBUTENHOCT 3aBUCK OA CTENEHOT Ha AOCTANHOCT Ha KOPUCHUYKUTE
NOAATOLM UMW U3BPLLYBAHETO HA YYBCTBUTENHU (DYHKLMOHANHOCTH).

Co BoBefyBaweTO Ha (PyHKUMOHANHOCTUTE Ha NpuUcCTanHaTa Mpexa ce OyveKyBa
rnaBHUTE YHKUMM HaA Mpexata aa ce ogganedar dusuuku, nobnucky Ao

npucTanHuTe Mecra.

Transport and transmission, ®yHKUMOHANHOCTMTE 3a TPAHCNOPT U MPEHOC ce
OUeHyBaaT Kako CpeAHO A0 BWUCOKO 4YyBCTBUTENHW. lpoueHkaTa Ha CTEeneHoT Ha
YYBCTBUTENHOCT Ha cneuyuduyHuTe eneMeHT BO paMkuTe Ha dyHKuuuTe 3a

TPaHCMOPT ¥ NPEHOC Ce MeHyBa BO 3aBMCHOCT 0/ noseke akTopu.

Internetwork exchanges functions, ®yHKUMOHANHOCTUTE 33 pasMeHa Ce OLEHEeTH
KaKo CpeaHO A0 BUCOKO YyBCTBUTENHW, BO 3aBUCHOCT Of HUBHATa ynora BO NpouecoT

Ha uHTepkoHekuuja mery MNO.



