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AT'EHIIMJA 3A EJIEKTPOHCKH KOMYHUKAIIUU

Bp3 ocHoBa Ha unen 192 craB (6) o1 3aKOHOT 3a €NEKTPOHCKHUTE KOMyHHKAIUH (,,Ciy:x0eH
BecHHK Ha PemmyOmmka CeBepna Maxkemonuja Op. 135/2025, 269/2025 u 132/2026), lupextopot
Ha AreHIyjaTa 3a eJIeKTPOHCKU KOMyHHUKaIMH, Ha JieH 23.6.2026 ronuHa, ja JoHece clieHaTa

JIMCTA HA KPUTHYHHU KOMIIOHEHTH 1 YYBCTBUTEJ/IHU JIEJIOBU HA
EJJEKTPOHCKUTE KOMYHUKAIIUCKU MPEXHU

peamer

Yien 1
Co oBaa Jlucra ce yTBpAyBaaT KPUTUYHM KOMIIOHEHTH W YYBCTBUTEIHHU JEJIOBH Ha
EJIEKTPOHCKUTE KOMYHUKAIIMCKU MPEXKH.

en

Uinen 2
Ilenra Ha JluctaTa Ha KPUTHUYHU KOMIIOHEHTH U YYBCTBUTEIIHM JCJIOBU HA EIEKTPOHCKUTE
KOMYHMKAIICKU MpPEXHU € HaMETHyBambe€ OOBPCKHM 3a OrpaHHMYYyBamk€ WM HCKIyuyBame Ha
MO’KHOCTA 3a CHa0/lyBambe Ha ONpeMa 3a KPUTUUHUTE KOMIOHEHTH U YyBCTBUTEIHUTE JI€JIOBU HA
€JIEKTPOHCKUTE KOMYHHUKALIUCKM MpEXH CO Len yOlaxyBambe Ha PHU3UMLUTE M0 MpEKHaTa
6e30eaHOCT, 0/1 100aByBauu U MIPOU3BOIUTEIH ILITO CE CMETAAT 32 BUCOKO PU3UYHHU, COTTIACHO CO
IpoleHaTa Ha NPO(UIOT Ha PU3HK.

Unen 3
YTBpAyBakbeTO HA KPUTHYHU KOMIIOHEHTH M YYBCTBUTCIHH JICIOBH HAa CIEKTPOHCKHUTE
KOMYHI/IKaIII/ICKI/I MpC)KI/I ce OI[HGC}’Ba Ha CHUTC CJ'ICKTpOHCKI/ITC KOMYHI/IKaIII/ICKI/I Mpe)KI/I co
1oceOCH OCBPT Ha MPEXH BO KOU € UMIUIeMeHTHpaHa 5G TEXHOJIOTHjaTa.

Unen 4

Jlucrata Ha KPUTHYHM KOMIIOHEHTH ¥ YYyBCTBUTEIHH JCIOBH Ha EJIEKTPOHCKUTE
KOMYHHUKAIIICKH MPEXH € JeuHupaHa cornacHo AokymeHtute ,,Cybersecurity of 5G networks
EU Toolbox of risk mitigating measures®, ,,EU coordinated risk assessment of the cybersecurity
of 5G networks, ETSI (European Telecommunications Standards Institute) u 3GPP (3rd
Generation Partnership Project) cranmapaure, peneBanTHute ymarctBa Ha ENISA ( European
Union Agency for Cybersecurity), kako u nporpamute Ha EBporickata YHuja U HallMOHAJTHUTE
cTpaTeruu 3a 6e30eJHOCT U o10paHa.

KpuTHYHH KOMIIOHEHTH M YYBCTBHTEIHH J€JI0BU HA €JIeKTPOHCKHTE KOMYHHUKAIIMCKH
MPpeXKH

Unen 5
(1) KpuTnuHM KOMIIOHEHTH M YYBCTBUTEIHHU JICJIOBH HAa EJIEKTPOHCKHTE KOMYHHKAICKU
MPEXHU C€ KOMIIOHEHTH U JIEJIOBU KOUIITO T 00e30eayBaat cieqHUuTe PYyHKIIMOHATHOCTH:
- OYHKIMOHAIHOCTH Ha OCHOBHATa Mpexa, onpeneneHu Bo peneBaHTHUTe ETSI (European
Telecommunications Standards Institute) crangapau u
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- (PYHKLIMOHAIHOCT NMPEKy KOja UM BO CIy4aj Ha YMe HApyIIyBame € MOXKHO J1a Cce BiMjae Ha
Hajmanky 1 000 kpajHM KOPHCHMLIM WJIM Ha €JIEKTPOHCKAa KOMYHMKAI[MCKa Mpeka Ha JApyr
orepaTop

(2) Bo cormacmoct co ETSI (European Telecommunications Standards Institute)
cTanfapaute, 3a (DYHKIMOHAIHOCTH Ha OCHOBHaTa MpeXa C€ CMeTaaT OHHE KOU C€ O]
CYLITHHCKO 3HAU€H€ 3a YIpaByBame, OpraHuzalija, pasMeHa Ha HHQOpMAIU U MOJaTOLU BO
MpeXxarta, YCOTJaceHOCT CO peryjiaTopHuTe Oapama, 00e30edyBame Ha JIOBEpIMBOCT Ha
MOJIaTOLIUTE HA KOPUCHUIIUTE UJIH JIOCTAITHOCT Ha Mpe’Kara.

(3) Bo [Ipunor 1 e nanen npumep Ha GYHKLIMOHATHOCTUTE HA OCHOBHATa MpeXa ONpeeIeHN
co peneBantHuTe ETSI (European Telecommunications Standards Institute) cranmapam.

KpuTnyHm KOMIOHEHTH U YYBCTBHUTE/IHH J1eJIOBH Ha 5G eJIeKTPOHCKHTE KOMYHHKALIMCKH
MPpeXKH

Usnen 6
Kako KpUTHMYHM KOMIIOHEHTHM U 4YYBCTBUTEIHHU [EJIOBU CE€ CMETAaaT eJIEMEHTUTE U
¢yHkunoHamHOCTHTE cO HHBO Ha 4yyBcTBUTenHocT BUHUCOKO wunu KPUTHMYHO 3a
€JIEKTPOHCKUTE KOMYHUKAIUCKU Mpexu co 5G TexHosoruu, najaeHu so [pusor 2.

3aBpuiHu oapendu

Unen 7

(1) Co neHor Ha BieryBame BO CuiIa Ha oBaa JlucTa Ha KPUTHMYHUTE KOMIIOHEHTH H
YyBCTBUTEIHHUTE JICJIOBH Ha EIIEKTPOHCKUTE KOMYHHKAIIMCKA MPEXH, MPECTaHyBa Ja BaXKd
Jlucrata Ha KPUTUYHUTE KOMIIOHEHTHM U UYBCTBUTEIHUTE JI€JIOBH Ha EJIEKTPOHCKUTE
KoMyHUKarucku Mpexu (,,Ciayxx0eH BecHuk Ha Permybnuka CeBepHa Makenonuja‘ 6poj 96/22).

(2) Jlucrata Ha KPUTUYHUTE KOMIIOHEHTH M YYBCTBUTEIHHUTE JIEJIOBU HAa EIEKTPOHCKHUTE
KOMYHMKAIIMCKH MPEXH BJIETYBa BO CHJIa CO J€HOT Ha o0jaByBame BO ,,CIyOE€H BECHUK Ha
Peny6sinka CeBepHa Makenonuja'.

(3) o BneryBameTo Bo cuiia oBaa Jlucra ke ce 00jaBu Ha BeO CTpaHaTa Ha ATeHIM]aTa.

bp. 1807-1737/6
21 jynu 2026 roguHa Hupexrop,
Ckomje Hycper Xaauru, c.p.
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MPUNOI 1: ®yHKUMOHANHOCTU Ha OCHOBHaTa Mpexa onpegeneHn ¢o peneBaHTHW
ETSI ctangapaun (European Telecommunications Standards Institute)

1. ®PUKCHU U MOODUNHU MPEXM:
1.1. Core network switching layer (routing and switching)
1.1.1. Core network routers (Backbone, BB) — high-availability network routing traffic of
different subnets across the republic at the IP level
1.1.2. Aggregate network routers (Aggregation Routers, MGW) — high-availability network
routing regional network traffic at the IP level
1.1.3. Routers interfacing with other communications networks (Edge Routers, BNG)-
1.2.Core network services layer
1.2.1. Service routers (Service Routers, SR) — the functionality of the IP level of the client
connection, the regulation of client connections and the establishment of access
rules. Here, the download/upload speeds of customer connections and the
restrictions and quality parameters set by the service profiles are determined
according to the information contained in the databases
1.2.2. Network services, service management, such as speed limiting network subscribers,
packet filtering, and traffic prioritisation (including authentication and authorisation
systems (AAA), Radius)
1.2.3. Firewalls, protection against denial of service (DDoS) attacks, network security
devices and services
1.2.4. Systems and services supporting the operation of the communications network —
DHCP, DNS, NTP, PTP
1.2.5. The system OSS (Operational Support System) that manages and organises the
work of the core network in a communications network
1.2.6. IMS - Voice telephony. /P Multimedia subsystem
1.3.The layer of infrastructure required to provide core network services
1.3.1. Wholesale production of services is enabled by virtualisation environments with
software and servers (NFVI)
1.4. Core network management layer (network management systems)
1.4.1. Service and network monitoring systems
1.4.2. OOB - out of band management
1.4.3. Provisioning systems for services and equipment (Network Activation Systems)

2. 4G ocHoBHa Mpexa:
2.1. Home Subscriber Server (HSS)
2.2. Packet Gateway (PGW)
2.3. Policy and Charging Rules Function (PCRF)
2.4. Mobility Management Entity (MME)
2.5. Serving Gateway (SGW).

3. 5G ocHoBHa Mpea:
3.1. NSSF — Network Slice Selection Function
3.2. NEF - Network Expostre Function
3.3. NRF — Network Repository Function
3.4. PCF - Policy Control Function
3.5. UDM - User Data Management
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3.6. AF - Application Function

3.7. AUSF — Authentication Server Function

3.8. AMF — Access ja Mobility Management Function
3.9. SMF - Session Management Function

3.10. SMSF - Short Message Service Function
3.11. UPF — User Plane Function

3.12. CHF - Charging Function

3.13. W-AGF - Wireline Access Gateway Function
3.14. NWDAF — Network Data Analytic Function
3.15. 5G-EIR - 5G Equipment Identity Register
3.16. UDR — Unified Data Repository

3.17. UDSF — Unstructured Data Storage Function
3.18. N3IWF — Non-3GPP InterWorking Function
3.19. TNGF - Trusted Non-3GPP Gateway Function
3.20. TWIF — Trusted WLAN Interworking Function
3.21. SEPP — Security Edge Protection Proxy

3.22. I-NEF - Infermediate NEF

3.23. SCP - Service Communication Proxy

HoBuTe ctaHaapan M dYHKLUWOHANHOCTUTE Ha OCHOBHAaTa Mpexa ce axypupaaTt u
objasyBaart Ha https://www.etsi.org/

4009



Cnyx6eH BecHuk Ha PCM, 6p. 184 op 6.8.2026 roanHa

MNPUNOI 2: Jluctata Ha eneMeHTW W dYyHKUMOHANHOCTM Ha SG  eneKkTpoHCKWTe

KOMYHWKaLIMCKN MPEXU

EnemMeHTH n

PYHKUMOHANHOCTH

Hweo Ha
YyBCTBUTEMHOCT

MpUMepK 3a eneMeHTH:

Core network
functions
DYHKYMOHANHOCT
M Ha OCHOBHa

Mpexa

KPHUTHUHYHO

User Equipment Authentication, roaming
and Sessicn Management Functions
(ABTEHTVMKALM]A HA KOPWUCHWYKA onpema),
POAMUHT 1 DYHKLMOHaNHOCTK 38

YNpaByBare CO CECHM,

User Equipment data transport functions,
(OYHKUMOHANHOCTW Ha KOPWUCHMYKa onpema

3a NPEeHOC Ha NOAAaTOUM),

Access policy management

(MonuTKk 3a NnpycTan),

Registration and authorization of
network services,

(PervcTpayunja v aBTopHU3ayuja Ha MpPEeXHK

YCITyTW),

Storage of end-user and network data,
(Cknagupake Ha NofaToum 3a KpajHMoT

KOPMWCHUK 1 MPEXHW NOAATOLM ),

Link with third-party mobile networks,

(MoBpayBarse Co ApyTY MOBUITHN MPEKK),

- Exposure of core network functions to
external applications,

(M3NOKEHOCT HAa OCHOBHUTE MPEXHU

DYHKUMOHANHOCTM Ha HAABOPELLHK

annukaumm),

Aftribution of end-user devices to network

slices

NFV

management and

KPHUTHUHYHO
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network
orchestration
(MANO)

NFV Cuctemun 3a

ynpabyBare W

nopApLUKa
(MANO)

Management CPEAHO/ BUCOKO Security management systems, (Cucrtemm
systems and 3a ynpapyBane co 6e3befHocT),
supporting Billing and other support systems such as
services network performance, (Hannata v ppyru
Cucremu 3a CUCTEMW 38 MNOAAPLIKA, KAKo LWTO Ce
ynpaeyearke  W” MPEXHW NepopmMaHch).

nopApLuKa

(pasnmnyHK of

MANO)

Radio Access BHCOKO BasHu cTaHuum

network

Paguvo npwctanHa

Mpexa

Transport and CPEAHO/ BUCOKO Low-level network equipment (routers,
transmission switches, etc), MpexHa onpema co
functions (pyTepw, pasgenHuum..),

@OyYHKUMOHAINMHOCT Filtering equipment (firewalls, IPS..)
W 3a TPaHCNOPT W Onpema 3a puntpupame (firewalls, IPS..).
npeHoc

Internetwork CPEAHO/ BUCOKO IP networks external to MNO premises
exchanges HapsopeluHw IP Mpexu,

Network services provided by third parties,.
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lMojacHyeame Ha nucmarma:

e Core network functions, ®yHKUMOHANHOCTM Ha OCHOBHa Mpexa -
®yHKUMOHANHOCTUTE KOW Ce€ W3BpLUyBaaT BO OCHOBHWOT AE€Nl Ha eneKkTpoHckaTa
KOMYHUKaLWUCKa Mpexa BO Koja € MMNnemMeHTupaHa 5G TexHonorujaTta, reHepanHo,
ce cMeTaar 3a KpUTWYHW. BrivjaHujaTa Bp3 oCHOBHAaTa MpexXa MoXe Ja ja sarposar
AOBEPNMUBOCTa, AOCTanHOCTa W WHTErpUTETOT Ha cWUTe YCnyrn (BnNujaHWeTo Bp3
OCTaHaTWTe KOMMOHEHTW Ha MpexaTa Ke 6uae HacoyeHo caMoO KOH oJpedeHa
dyHkUMja unum obnacT). HajuyBcTBUTENHWTE nojaToun ce npeHecyBaaT Mpeky

KOMMNOHeHTWUTe BO OCHOBHaTa Mpea.

« NFV Management and Network Orchestration (MANO) - 3aegHo co
YHKLMOHaANHOCTUTE KOW Ce OJBUBaaT BO OCHOBHaTa MpeXa W CcUCTeMWTe 3a
yrnpaByBake U NogapLuUKa, o4 ronemo sHavyerwe ce U cnegHuTe yHKLMOHaNHOCTK:

— KOHTpona W npucran,

— DesbegHoCT U perynaTtuea,

— KpunTorpadckaTa UHppacTpyKTypa HeonNxoAHa 3a koHdurypayuja 1 ynpasyBaHe cO

5G Mpexa.

+ Management systems and supporting services (MANO and other management
systems and supporting services), CuctemnTe 3a ynpaByBawe WM NOAApPLLKA
(MANO un gpyru cucteMu 3a ynpasyBake U NodapLUlka) ce cMeTaaT 3a UCKITyYUTenHo
BaXXHW, MaKO HWU3 HUB He NoMunHyBa coobpakaj.

Cenak, TWe KOHTpoNnupaaT BaXHW AenoBWM Ha MpexaTa, U Moxe da BuaaT uen Ha
Hanaaw, Kako LWTo ce caboTaxu 1 LUNUOHAXW CO CEPUO3HW MocneguLUm co LWTOo Ke Buae

HapyLeHo dyHKUMOHUpaeTo Ha SG MpexaTa.

» Radio Access network and Access network functions, ®yHKUNOHANHOCTUTE Ha
npucTanHa Mpexa ce cMeTaaT 3a BUCOKO YyBCTBUTENHW. MpoLeHKaTa Ha cTeneHoT
Ha YyBCTBUTEIHOCT Ha CNeLUNdUYHNTE efleMeHTI BO paMKUTE Ha npucTanHaTta Mpexa
3aBuchn of noseke daktopu. Co passojoT Ha S5G wMpexaTa, W NOManKy
4YyBCTBUTENHUTE AeroBu AobuBaaTt ce MOrofiemMo 3Ha4ewe, a Co Toa cTaHyBaaT U

NnoYyBCTBUTENHW (KaKO Ha npuMep ojpejeHW enemMeHTu o pagno npuctanHata
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MpexXa YMja YyBCTBUTENHOCT 3aBUCK O CTEMEHOT Ha AOCTAMHOCT Ha KOPUCHUYKKUTE
noAaToLM M U3BPLUYBaHETO Ha YyBCTBUTEMNHU hYHKUMOHANHOCTH).

Co BOBeJyBateTO Ha (hYHKUMOHANHOCTUTE Ha MpuUcTanHaTa Mpexa ce O4YeKkyBa
rMaBHUTe YHKUMM Ha MpexaTa fga ce ogaanedar Gusudkn, nobnucky [o

npucTanHKUTe MecTa.

¢ Transport and transmission, ®yHKUWOHANHOCTUTE 3a TpaHCMOPT W MNpPeHoC ce
OLEeHyBaaT Kako cpedHO [0 BUCOKO YyBCTBUTENHW. [MpoueHKaTa Ha CTeneHoT Ha
UYYBCTBUTEMNHOCT Ha cneuMdUYHUTE erneMeHTW BO paMKuTe Ha d¢yHKUUUTe 3a

TPaHCMOPT U NPEHOC Ce MEHYBA BO 3aBUCHOCT 04 NoBeke hakTopu.

¢ Internetwork exchanges functions, ®yHKUMOHANHOCTUTE 3a pa3MeHa ce OLeHeTU
Kako cpedHO A0 BUCOKO YyBCTBUTESHMW, BO 3@aBUCHOCT O/ HUBHATa yrora Bo npoLecoT

Ha UHTepKoHekyunja mery MNO.
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